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Network Anomaly Detection:
Methods, Systems and Tools

Monowar H. Bhuyan, D. K. Bhattacharyya, and J. K. Kalita

Abstract—Network anomaly detection is an important and
dynamic research area. Many network intrusion detection meth-
ods and systems (NIDS) have been proposed in the literature.
In this paper, we provide a structured and comprehensive
overview of various facets of network anomaly detection so that
a researcher can become quickly familiar with every aspect of
network anomaly detection. We present attacks normally en-
countered by network intrusion detection systems. We categorize
existing network anomaly detection methods and systems based
on the underlying computational techniques used. Within this
framework, we briefly describe and compare a large number of
network anomaly detection methods and systems. In addition,
we also discuss tools that can be used by network defenders
and datasets that researchers in network anomaly detection can
use. We also highlight research directions in network anomaly
detection.

Index Terms—Anomaly detection, NIDS, attack, dataset, in-
trusion detection, classifier, tools

I. INTRODUCTION

UE to advancements in Internet technologies and the

concomitant rise in the number of network attacks,
network intrusion detection has become a significant research
issue. In spite of remarkable progress and a large body of
work, there are still many opportunities to advance the state-
of-the-art in detecting and thwarting network-based attacks
[1].

According to Anderson [2], an intrusion attempt or a threat
is a deliberate and unauthorized attempt to (i) access infor-
mation, (ii) manipulate information, or (iii) render a system
unreliable or unusable. For example, (a) Denial of Service
(DoS) attack attempts to starve a host of its resources, which
are needed to function correctly during processing; (b) Worms
and viruses exploit other hosts through the network; and (c)
Compromises obtain privileged access to a host by taking
advantages of known vulnerabilities.

The term anomaly-based intrusion detection in networks
refers to the problem of finding exceptional patterns in net-
work traffic that do not conform to the expected normal
behavior. These nonconforming patterns are often referred
to as anomalies, outliers, exceptions, aberrations, surprises,
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peculiarities or discordant observations in various application
domains [3], [4]. Out of these, anomalies and outliers are two
of the most commonly used terms in the context of anomaly-
based intrusion detection in networks.

Anomaly detection has extensive applications in areas such
as fraud detection for credit cards, intrusion detection for cyber
security, and military surveillance for enemy activities. For
example, an anomalous traffic pattern in a computer network
may mean that a hacked computer is sending out sensitive
data to an unauthorized host.

The statistics community has been studying the problem of
detection of anomalies or outliers from as early as the 19th
century [5]. In recent decades, machine learning has started to
play a significant role in anomaly detection. A good number
of anomaly-based intrusion detection techniques in networks
have been developed by researchers. Many techniques work
in specific domains, although others are more generic.

Even though there are several surveys available in the
literature on network anomaly detection [3], [6], [7], surveys
such as [6], [7], discuss far fewer detection methods than we
do. In [3], the authors discuss anomaly detection in general
and cover the network intrusion detection domain only briefly.
None of the surveys [3], [6], [7] include common tools
used during execution of various steps in network anomaly
detection. They also do not discuss approaches that combine
several individual methods to achieve better performance. In
this paper, we present a structured and comprehensive survey
on anomaly-based network intrusion detection in terms of
general overview, techniques, systems, tools and datasets with
a discussion of challenges and recommendations. Our presen-
tation is detailed with ample comparisons where necessary
and is intended for readers who wish to begin research in this
field.

A. Prior Surveys on Network Anomaly Detection

Network anomaly detection is a broad research area, which
already boasts a number of surveys, review articles, as well as
books. An extensive survey of anomaly detection techniques
developed in machine learning and statistics has been provided
by [8], [9]. Agyemang et al. [10] present a broad review of
anomaly detection techniques for numeric as well as symbolic
data. An extensive overview of neural networks and statistics-
based novelty detection techniques is found in [11]. Patcha and
Park [6] and Snyder [12] present surveys of anomaly detection
techniques used specifically for cyber intrusion detection.

A good amount of research on outlier detection in statistics
is found in several books [13]-[15] as well as survey articles
[16]-[18]. Exhaustive surveys of anomaly detection in several
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domains have been presented in [3], [7]. Callado et al. [19]
report major techniques and problems identified in IP traffic
analysis, with an emphasis on application detection. Zhang
et al. [20] present a survey on anomaly detection methods
in networks. A review of flow-based intrusion detection is
presented by Sperotto et al. [21], who explain the concepts of
flow and classified attacks, and provide a detailed discussion
of detection techniques for scans, worms, Botnets and DoS
attacks.

Some work [22]-[25] has been reported in the context
of wireless networks. Sun et al. [23] present a survey of
intrusion detection techniques for mobile ad-hoc networks
(MANET) and wireless sensor networks (WSN). They also
present several important research issues and challenges in the
context of building IDSs by integrating aspects of mobility.

Sun et al. [22] discuss two domain independent online
anomaly detection schemes (Lempel-Ziv based and Markov-
based) using the location history obtained from traversal of
a mobile user. Sun et al. [25] also introduce two distinct
approaches to build IDSs for MANET, viz., Markov-chain
based and Hotelling’s T2 test-based. They also propose an
adaptive scheme for dynamic selection of normal profiles and
corresponding thresholds. Sun et al. [24] construct a feature
vector based on several parameters such as call duration,
call inactivity period, and call destination to identify users’
calling activities. They use classification techniques to detect
anomalies.

An extensive survey of DoS and distributed DoS attack
detection techniques is presented in [26]. Discussion of net-
work coordinate systems, design and security is found in
[27], [28]. Wu and Banzhaf [29] present an overview of
applications of computational intelligence methods to the
problem of intrusion detection. They include various methods
such as artificial neural networks, fuzzy systems, evolutionary
computation, artificial immune systems, swarm intelligence,
and soft computing.

Dong et al. [30] introduce an Application Layer IDS based
on sequence learning to detect anomalies. The authors demon-
strate that their IDS is more effective compared to approaches
using Markov models and k-means algorithms. A general
comparison of various survey papers available in the literature
with our work is shown in Table I. The survey contemplated
in this paper covers most well-cited approaches and systems
reported in the literature so far.

Our survey differs from the existing surveys in the following
ways.

o Like [35], we discuss sources, causes and aspects of
network anomalies, and also include a detailed discussion
of sources of packet and flow level feature datasets.
In addition, we include a large collection of up-to-date
anomaly detection methods under the categories of sta-
tistical, classification-based, knowledge-based, soft com-
puting, clustering-based and combination learners, rather
than restricting ourselves to only statistical approaches.
We also include several important research issues, open
challenges and some recommendations.

o Like [36], we attempt to provide a classification of
various anomaly detection methods, systems and tools
introduced till date in addition to a classification of

attacks and their characteristics. In addition, we perform
detailed comparisons among these methods. Furthermore,
like [36], we provide practical recommendations and a list
of research issues and open challenges.

o Unlike [9], [19], our survey is not restricted to only
IP traffic classification and analysis. It includes a large
number of up-to-date methods, systems and tools and
analysis. Like [19], we also include a detailed discussion
on flow and packet level capturing and preprocessing.
However, unlike [9], [19], we include ideas for develop-
ing better IDSs, in addition to providing a list of practical
research issues and open challenges.

o Unlike [37], our survey is not restricted to those solutions
introduced for a particular network technology, like CRN
(Cognitive Radio Network). Also unlike [37], we include
a discussion of a wide variety of attacks, instead of only
CRN specific attacks.

o Unlike [27], our survey is focused on network anoma-
lies, their sources and characteristics; and detection ap-
proaches, methods and systems, and comparisons among
them. Like [27], we include performance metrics, in
addition to a discussion of the datasets used for evaluation
of any IDS.

B. The Problem of Anomaly Detection

To provide an appropriate solution in network anomaly
detection, we need the concept of normality. The idea of
normal is usually introduced by a formal model that expresses
relations among the fundamental variables involved in system
dynamics. Consequently, an event or an object is detected as
anomalous if its degree of deviation with respect to the profile
or behavior of the system, specified by the normality model,
is high enough.

For example, let us take an anomaly detection system .S
that uses a supervised approach. It can be thought of as a
pair S = (M, D), where M is the model of normal behavior
of the system and D is a proximity measure that allows one
to compute, given an activity record, the degree of deviation
that such activities have with regard to the model M. Thus,
each system has mainly two modules: (i) a modeling module
and (ii) a detection module. One trains the systems to get the
normality model M. The obtained model is subsequently used
by the detection module to evaluate new events or objects
or traffic as anomalous or outliers. It is the measurement
of deviation that allows classification of events or objects
as anomalous or outliers. In particular, the modeling module
needs to be adaptive to cope with dynamic scenarios.

C. Our Contributions

This paper provides a structured and broad overview of
the extensive research on network anomaly detection methods
and NIDSs. The major contributions of this survey are the
following.

(a) Like the categorization of the network anomaly detection
research suggested in ([8], [10]), we classify detection
methods and NIDSs into a number of categories. In
addition, we also provide an analysis of many methods
in terms of their capability and performance, datasets
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used, matching mechanisms, number of parameters, and
detection mechanisms.

Most existing surveys do not cover ensemble approaches
or data fusion for network anomaly detection, but we do.
Most existing surveys avoid feature selection methods,
which are crucial in the network anomaly detection task.
We present several techniques to determine feature rele-
vance in intrusion datasets and compare them.

In addition to discussing detection methods, we present
several NIDSs with architecture diagrams with compo-
nents and functions, and also present a comparison among
the NIDSs.

We summarize tools used in various steps for network
traffic anomaly detection.

We also provide a description of the datasets used for
evaluation.

We discuss performance criteria used for evaluating meth-
ods and systems for network anomaly detection.

We also provide recommendations or a wish list to the
developers of ideal network anomaly detection methods
and systems.

Finally, we highlight several important research issues and
challenges from both theoretical and practical viewpoints.
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D. Organization

In this paper, we provide a comprehensive and exhaustive
survey of anomaly-based network intrusion detection: fun-
damentals, detection methods, systems, tools and research
issues as well as challenges. Section II discusses the basics
of intrusion detection in networks while Section III presents
network anomaly detection and its various aspects. Section
IV discusses and compares various methods and systems
for network anomaly detection. Section V reports criteria
for performance evaluation of network anomaly detection
methods and systems. Section VI presents recommendations
to developers of network anomaly detection methods and
systems. Section VII is devoted to research issues and chal-
lenges faced by anomaly-based network intrusion detection

researchers. Opportunities for future research and concluding
remarks are presented in Section VIII.

II. INTRUSION DETECTION

Intrusion is a set of actions aimed to compromise the
security of computer and network components in terms of
confidentiality, integrity and availability [38]. This can be done
by an inside or outside agent to gain unauthorized entry and
control of the security mechanism. To protect infrastructure
of network systems, intrusion detection systems (IDSs) pro-
vide well-established mechanisms, which gather and analyze
information from various areas within a host or a network to
identify possible security breaches.

Intrusion detection functions include (i) monitoring and
analyzing user, system, and network activities, (ii) configuring
systems for generation of reports of possible vulnerabilities,
(iii) assessing system and file integrity (iv) recognizing pat-
terns of typical attacks (v) analyzing abnormal activity, and
(vi) tracking user policy violations. An IDS uses vulnerability
assessment to assess the security of a host or a network.
Intrusion detection works on the assumption that intrusion
activities are noticeably different from normal system activities
and thus detectable.

A. Different Classes of Attacks

Anderson [2] classifies intruders into two types: external
and internal. External intruders are unauthorized users of
the machines they attack, whereas internal intruders have
permission to access the system, but do not have privileges
for the root or superuser mode. A masquerade internal intruder
logs in as other users with legitimate access to sensitive data
whereas a clandestine internal intruder, the most dangerous,
has the power to turn off audit control for themselves.

There are various classes of intrusions or attacks [39], [40]
in computer systems. A summary is reported in Table II.
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as a useful program but in reality it has a secret code that can create a backdoor to the system, allowing it to do anything on
the system easily, and can be called as the hacker gets control on the system without user permission.

TABLE II
CLASSES OF COMPUTER ATTACKS: CHARACTERISTICS AND EXAMPLE

Attack name Characteristics Example
Virus (i) A self replicating program that infects the system without any knowledge or permission from the user. (ii) Increases the Trivial.88.D,

infection rate of a network file system if the system is accessed by another computer. Polyboot.B, Tuareg
Worm (i) A self replicating program that propagates through network services on computer systems without user intervention. (ii) Can SQL Slammer,

highly harm network by consuming network bandwidth. Mydoom, CodeRed

Nimda

Trojan (i) A malicious program that cannot replicate itself but can cause serious security problems in the computer system. (ii) Appears Example-Mail  Bomb,

phishing attack

Denial of ser-

(1) Attempts to block access to system or network resources. (ii) The loss of service is the inability of a particular network or a

Buffer overflow, ping of

(U2R) attack

vice (DoS) host service, such as e-mail to function. (iii) It is implemented by either forcing the targeted computer(s) to reset, or consuming death(PoD), TCP SYN,
resources. (iv) Intended users can no longer communicate adequately due to non-availability of service or because of obstructed smurf, teardrop
communication media.
Network (1) Any process used to maliciously attempt to compromise the security of the network ranging from the data link layer to the Packet injection, SYN
Attack application layer by various means such as manipulation of network protocols. (ii) Illegally using user accounts and privileges, flood
performing actions to delete network resources and bandwidth, performing actions that prevent legitimate authorized users from
accessing network services and resources.
Physical An attempt to damage the physical components of networks or computers. Cold boot, evil maid
Attack
Password  At- Aims to gain a password within a short period of time, and is usually indicated by a series of login failures. Dictionary attack, SQL
tack injection attack
Information Gathers information or finds known vulnerabilities by scanning or probing computers or networks. SYS scan, FIN scan,
Gathering XMAS scan
Attack
User to Root (i) It is able to exploit vulnerabilities to gain privileges of superuser of the system while starting as a normal user on the system. Rootkit,  loadmodule,

(ii) Vulnerabilities include sniffing passwords, dictionary attack, or social engineering. perl

to launch an attack against selected systems and services.

Remote to Lo- (i) Ability to send packets to a remote system over a network without having any account on that system, gain access either | Warezclient,

cal (R2L) at- as a user or as a root to the system and do harmful operations. (ii) Performs attack against public services (such as HTTP and warezmaster, imap,

tack FTP) or during the connection of protected services (such as POP and IMAP). ftp_write, multihop,
phf, spy

Probe (i) Scans the networks to identify valid IP addresses and to collect information about host (e.g., what services they offer, IPsweep, portsweep

operating system used). (ii) Provides information to an attacker with the list of potential vulnerabilities that can later be used

B. Classification of Intrusion Detection and Intrusion Detec-
tion Systems

Network intrusion detection has been studied for almost 20
years. Generally, an intruder’s behavior is noticeably different
from that of a legitimate user and hence can be detected [41].
IDSs can also be classified based on their deployment in real
time.

1) Host-based IDS (HIDS): A HIDS monitors and analyzes
the internals of a computing system rather than its external
interfaces [42]. A HIDS might detect internal activity such
as which program accesses what resources and attempts il-
legitimate access. An example is a word processor that sud-
denly and inexplicably starts modifying the system password
database. Similarly, a HIDS might look at the state of a system
and its stored information whether it is in RAM or in the
file system or in log files or elsewhere. One can think of a
HIDS as an agent that monitors whether anything or anyone
internal or external has circumvented the security policy that
the operating system tries to enforce.

2) Network-based IDS (NIDS): An NIDS deals with detect-
ing intrusions in network data. Intrusions typically occur as
anomalous patterns though certain techniques model the data
in a sequential fashion and detect anomalous subsequences
[42]. The primary reason for these anomalies is attacks
launched by outside attackers who want to gain unauthorized
access to the network to steal information or to disrupt the
network.

In a typical setting, a network is connected to the rest of the
world through the Internet. The NIDS reads all incoming pack-
ets or flows, trying to find suspicious patterns. For example,
if a large number of TCP connection requests to a very large
number of different ports are observed within a short time, one

could assume that someone is committing a ‘port scan’ at some
of the computer(s) in the network. Various kinds of port scans,
and tools to launch them are discussed in detail in [43]. Port
scans mostly try to detect incoming shell codes in the same
manner that an ordinary intrusion detection system does. Apart
from inspecting the incoming traffic, a NIDS also provides
valuable information about intrusion from outgoing or local
traffic. Some attacks might even be staged from the inside
of a monitored network or network segment, and therefore,
not regarded as incoming traffic at all. The data available
for intrusion detection systems can be at different levels of
granularity, e.g., packet level traces and IPFIX records. The
data is high dimensional, typically, with a mix of categorical
as well as continuous attributes.

Misuse-based intrusion detection normally searches for
known intrusive patterns but anomaly-based intrusion detec-
tion tries to identify unusual patterns. Intrusion detection
techniques can be classified into three types based on the
detection mechanism [1], [3], [44]. This includes (i) misuse-
based, (ii) anomaly-based, and (iii) hybrid, as described in
Table III. Today, researchers mostly concentrate on anomaly-
based network intrusion detection because it can detect known
as well as unknown attacks.

There are several reasons that make intrusion detection
a necessary part of the entire defense system. First, many
traditional systems and applications were developed without
security in mind. Such systems and applications were targeted
to work in an environment, where security was never a
major issue. However, the same systems and applications
when deployed in the current network scenario, become major
security headaches. For example, a system may be perfectly
secure when it is isolated but becomes vulnerable when it is
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Fig. 1. A generic architecture of ANIDS

connected to the Internet. Intrusion detection provides a way
to identify and thus allow response to attacks against these
systems. Second, due to limitations of information security
and software engineering practices, computer systems and
applications may have design flaws or bugs that could be used
by an intruder to attack systems or applications. As a result,
certain preventive mechanisms (e.g., firewalls) may not be as
effective as expected.

III. OVERVIEW OF NETWORK ANOMALY DETECTION

Anomaly detection attempts to find patterns in data, which
do not conform to expected normal behavior. The importance
of anomaly detection is due to the fact that anomalies in
data translate to significant (and often critical) actionable
information in a wide variety of application domains [45]. For
example, an anomalous traffic pattern in a computer network
could mean that a hacked computer is sending out sensitive
data to an unauthorized host. However, anomalies in a network
may be caused by several different reasons.

As stated in [35], there are two broad categories of network
anomalies: (a) performance related anomalies and (b) security
related anomalies. Various examples of performance related
anomalies are: broadcast storms, transient congestion, bab-
bling node, paging across the network, and file server failure.
Security related network anomalies may be due to malicious
activity of intruder(s) who intentionally flood the network with
unnecessary traffic to hijack the bandwidth so that legitimate
users are unable to receive service(s). Security related anoma-
lies are three types: (i) point, (ii) contextual and (iii) collective
anomalies. This classification scheme is described in Table I'V.
However, this survey of ours is concerned with security related
network anomalies only.

Currently, anomaly-based network intrusion detection is a
principal focus of research and development in the field of
intrusion detection. Various systems with anomaly-based net-
work intrusion detection capabilities are becoming available,
and many new schemes are being explored. However, the
subject is far from mature and key issues remain to be solved
before wide scale deployment of ANIDS platforms becomes
practicable.

Intermediate Candidate rule

| profile
identification

Updated profiles
Irules/
signatures

Conflict
resolution

I

Existing profiles/
rules/ signatures

Fig. 2. Steps for updation of configuration data in ANIDS

A. Generic Architecture of ANIDS

Many NIDSs have been developed by researchers and
practitioners. However, the development of an efficient ANIDS
architecture is still being investigated. A generic architecture
of an ANIDS is shown in Figure 1.

The main components of the generic model of the ANIDS
are discussed below.

1) Anomaly detection engine: This is the heart of any
network intrusion detection system. It attempts to detect
occurrence of any intrusion either online or offline. However,
before sending any network traffic to the detection engine, it
needs preprocessing. If the attacks are known, they can be
detected using the misuse detection approach. On the other
hand, unknown attacks can be detected using the anomaly-
based approach based on an appropriate matching mechanism.

Matching mechanism: It entails looking for a particular
pattern or profile in network traffic that can be built by
continuous monitoring of network behavior including known
exploits or vulnerabilities. The following are some important
requirements in the design of an efficient matching mecha-
nism.

— Matching determines whether the new instance belongs
to a known class defined by a high dimensional profile
or not. Matching may be inexact.

— Matching must be fast.

— Effective organization of the profiles may facilitate faster
search during matching.

2) Reference data: The reference data stores information
about known intrusion signatures or profiles of normal be-
havior. Reference data needs to be stored in an efficient
manner. Possible types of reference data used in the generic
architecture of a NIDS are: profile, signature and rule. In case
of an ANIDS, it is mostly profiles. The processing elements
update the profiles as new knowledge about the observed
behavior becomes available. These updates are performed in
regular intervals in a batch oriented fashion.

3) Configuration data: This corresponds to intermediate
results, e.g., partially created intrusion signatures. The space
needed to store such information can be quite large. The
steps for updation of the configuration data is given in Figure
2. Intermediate results need to be integrated with existing
knowledge to produce consistent, up-to-date results.

4) Alarm: This component of the architecture is responsi-
ble for generation of alarm based on the indication received
from the detection engine.

5) Human analyst: A human analyst is responsible for
analysis, interpretation and for taking necessary action based
on the alarm information provided by the detection engine.
The analyst also takes necessary steps to diagnose the alarm
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TABLE III
CHARACTERISTICS AND TYPES OF INTRUSION DETECTION TECHNIQUES
Technique Characteristics
Misuse- (i) Detection is based on a set of rules or signatures for known attacks. (ii) Can detect all known attack patterns based on the reference
based data. (iii) How to write a signature that encompasses all possible variations of the pertinent attack is a challenging task.
Anomaly- (1) Principal assumption: All intrusive activities are necessarily anomalous. (ii) Such a method builds a normal activity profile and checks
based whether the system state varies from the established profile by a statistically significant amount to report intrusion attempts. (iii) Anomalous
activities that are not intrusive may be flagged as intrusive. These are false positives. (iv) One should select threshold levels so that neither
of the above two problems is unreasonably magnified nor the selection of features to monitor is optimized. (v) Computationally expensive
because of overhead and possibly updating several system profile matrices.
Hybrid (i) Exploits benefits of both misuse and anomaly-based detection techniques. (i) Attempts to detect known as well as unknown attacks.
TABLE IV
ANOMALY: TYPES, CHARACTERISTICS AND EXAMPLES
Types Characteristics Example
Point An instance of an individual data which has been found to be anomalous with respect | Isolated network traffic instance from the nor-
anomaly to the rest of data. mal instances at a particular time.
Contextual (i) A data instance which has been found anomalous in a specific context. (ii) Context is | Time interval between purchases in credit card
anomaly induced by the structure in the dataset. (iii) Two sets of attributes are used for defining | fraud
a context: (a) contextual and (b) behavioral attributes.
Collective (i) A collection of related data instances found to be anomalous with respect to the | A sequence such as the following: ... http-web,
anomaly entire dataset. (i) Collection of events is an anomaly, but the individual events are not | buffer-overflow, http-web, http-web, ftp, http-
anomalies when they occur alone in the sequence. web, ssh, http-web, ssh, buffer-overflow ...

information as a post-processing activity to support reference
or profile updation with the help of security manager.

6) Post-processing: This is an important module in a NIDS
for post-processing of the generated alarms for diagnosis of
actual attacks.

7) Capturing traffic: Traffic capturing is an important mod-
ule in a NIDS. The raw traffic data is captured at both packet
and flow levels. Packet level traffic can be captured using a
common tool, e.g., Wireshark! and then preprocessed before
sending to the detection engine. Flow level data in high speed
networks, is comprised of information summarized from one
or more packets. Some common tools to capture flow level
network traffic include Nfdump?, NfSen?, and Cisco Netflow
V.94,

8) Security manager: Stored intrusion signatures are up-
dated by the Security Manager (SM) as and when new
intrusions become known. The analysis of novel intrusions
is a highly complex task.

B. Aspects of Network Anomaly Detection

In this section, we present some important aspects of
anomaly-based network intrusion detection. The network in-
trusion detection problem is a classification or clustering
problem formulated with the following components [3]: (i)
types of input data, (ii) appropriateness of proximity measures,
(ii1) labelling of data, (iv) classification of methods based on
the use of labelled data, (v) relevant feature identification and
(vi) reporting anomalies. We discuss each of these topics in
brief.

1) Types of input data: A key aspect of any anomaly-based
network intrusion detection technique is the nature of the input
data used for analysis. Input is generally a collection of data

Uhttp://www.wireshark.org/
Zhttp://nfdump.sourceforge.net/
3http://nfsen.sourceforge.net/
“http://www.cisco.com

instances (also referred to as objects, records, points, vectors,
patterns, events, cases, samples, observations, entities) [46].
Each data instance can be described using a set of attributes
of binary, categorical or numeric type. Each data instance may
consist of only one attribute (univariate) or multiple attributes
(multivariate). In the case of multivariate data instances, all
attributes may be of the same type or may be a mixture of
data types. The nature of attributes determines the applicability
of anomaly detection techniques.

2) Appropriateness of proximity measures: Proximity (sim-
ilarity or dissimilarity) measures are necessary to solve many
pattern recognition problems in classification and clustering.
Distance is a quantitative degree of how far apart two objects
are. Distance measures that satisfy metric properties [46] are
simply called metric while other non-metric distance measures
are occasionally called divergence. The choice of a proximity
measure depends on the measurement type or representation
of objects.

Generally, proximity measures are functions that take argu-
ments as object pairs and return numerical values that become
higher as the objects become more alike. A proximity measure
is usually defined as follows.

Definition 3.1: A proximity measure .S is a function X x
X — R that has the following properties [47].

— Positivity: Yy, € X, S(z,y) >0

— Symmetry: ¥, , € X, S(z,y) = S(y,x)

— Maximality: ¥, , € X, S(z,z) > S(z,y)
where X is the data space (also called the universe) and z,y
are the pair of k-dimensional objects.

The most common proximity measures for numeric [48]—
[50], categorical [51] and mixed type [52] data are listed in
Table V. For numeric data, it is assumed that the data is
represented as real vectors. The attributes take their values
from a continuous domain. In Table V, we assume that there
are two objects, * = T1,T2,%3 T4, Y = Y1,Y2,Y3 - Yd
and 271 represents the data covariance with d number of
attributes, i.e., dimensions.
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For categorical data, computing similarity or proximity
measures is not straightforward owing to the fact that there
is no explicit notion of ordering among categorical values.
The simplest way to find similarity between two categorical
attributes is to assign a similarity of 1 if the values are identical
and a similarity of O if the values are not identical. In Table
V, Sy (zk,yi) represents per-attribute similarity. The attribute
weight wy, for attribute k£ is computed as shown in the table.
Consider a categorical dataset D containing n objects, defined
over a set of d categorical attributes where Ay, denotes the kth
attribute. Sy, (zx, yx) is the per-attribute proximity between two
values for the categorical attribute Ay. Note that z, v, € Ag.
In Table V, IOF denotes Inverse Occurrence Frequency and
OF denotes Occurrence Frequency [51].

Finally, mixed type data includes both categorical and nu-
meric values. A common practice in clustering a mixed dataset
is to transform categorical values into numeric values and then
use a numeric clustering algorithm. Another approach is to
compare the categorical values directly, in which two distinct
values result in a distance of 1 while identical values result in
a distance of 0. Of course, other measures for categorical data
can be used as well. Two well-known proximity measures,
general similarity coefficient and general distance coefficient
[52] for mixed type data are shown in Table V. Such methods
may not take into account the similarity information embed-
ded in categorical values. Consequently, clustering may not
faithfully reveal the similarity structure in the dataset [52],
[53].

3) Labelling of data: The label associated with a data
instance denotes if that instance is normal or anomalous. It
should be noted that obtaining accurate labeled data of both
normal or anomalous types is often prohibitively expensive.
Labeling is often done manually by human experts and hence
substantial effort is required to obtain the labeled training
dataset [3]. Moreover, anomalous behavior is often dynamic
in nature, e.g., new types of anomalies may arise, for which
there is no labeled training data.

4) Classification of methods based on use of labelled data:
Based on the extent to which labels are available, anomaly
detection techniques can operate in three modes: supervised,
semi-supervised and unsupervised.

In supervised mode, one assumes the availability of a
training dataset which has labeled instances for the normal
as well as the anomaly class. The typical approach in such
cases is to build a predictive model for normal vs. anomaly
classes. Any unseen data instance is compared against the
model to determine which class it belongs to. There are two
major issues that arise in supervised anomaly detection. First,
anomalous instances are far fewer compared to normal in-
stances in the training data. Issues that arise due to imbalanced
class distributions have been addressed in data mining and
machine learning literature [54]. Second, obtaining accurate
and representative labels, especially for the anomaly class, is
usually challenging. A number of techniques inject artificial
anomalies in a normal dataset to obtain a labeled training
dataset [55].

Semi-supervised techniques assume that the training data
has labeled instances for only the normal class. Since they
do not require labels for the anomaly class, they can be more

Complete feature set

( )
Subset generation

I Complete II Heuristic II Random I
v

( Subset evaluation )

I Score I I Entropy or Mi | I Correlation I

\I Consistency I I Detection accuracy |)
v

( )

Validation
Simulation | | Real world implementation

Selected feature set

Fig. 3. Framework of feature selection process

readily used compared to supervised techniques. For example,
in spacecraft fault detection [56], an anomaly scenario would
signify an accident, which is not easy to model. The typical
approach used in such techniques is to build a model for the
class corresponding to normal behavior, and use the model to
identify anomalies in the test data.

Finally, unsupervised techniques do not require training
data, and thus are potentially most widely applicable. The
techniques in this category make the implicit assumption
that normal instances are far more frequent than anomalies
in the test data [57]. When this assumption is not true,
such techniques suffer from high false alarm rates. Many
semi-supervised techniques can be adapted to operate in an
unsupervised mode by using a sample of the unlabeled dataset
as training data [58]. Such adaptation assumes that the test
data contains very few anomalies and the model learnt during
training is robust to these few anomalies.

5) Relevant feature identification: Feature selection plays
an important role in detecting network anomalies. Feature se-
lection methods are used in the intrusion detection domain for
eliminating unimportant or irrelevant features. Feature selec-
tion reduces computational complexity, removes information
redundancy, increases the accuracy of the detection algorithm,
facilitates data understanding and improves generalization.
The feature selection process includes three major steps: (a)
subset generation, (b) subset evaluation and (c) validation.
Three different approaches for subset generation are: complete,
heuristic and random. Evaluation functions are categorized
into five [59] distinct categories: score-based, entropy or mu-
tual information-based, correlation-based, consistency-based
and detection accuracy-based. Simulation and real world im-
plementation are the two ways to validate the evaluated subset.
A conceptual framework of the feature selection process is
shown in Figure 3.

Feature selection algorithms have been classified into three
types: wrapper, filter and hybrid methods [60]. While wrapper
methods try to optimize some predefined criteria with respect
to the feature set as part of the selection process, filter methods
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TABLE V
PROXIMITY MEASURES FOR NUMERIC, CATEGORICAL AND MIXED TYPE DATA
Numeric [4?5]
Name Measure, S;(x;,yi) Name Measure, S; (i, yi)
Euclidean \/Zle |z — yil? Weighted Euclidean \/Zle a; |z —yil?
Squared Euclidean STz — yil? Squared-chord ST (VT — VT)?
)2 .
Squared X2 ,‘iizl —(II?{ +y;_> City block Ele lzi — yil
Minkowski (’/Zle |z — ys|P Chebyshev e |z — yil
del‘mi*yi‘ . Z‘ﬂifl Y
Canberra ==l L Cosine —_=
it VS RSy v?
d
S
Jaccard - izl - Bhattacharyya —In > V(wiy)
2 2
DL DD LT
i=1 i=1 i=1 -
d 2 ; d  (2i—yi)
Pearson (@ — i) Divergence 2300, m
Mahalanobis \/(m -yt e —y) - -
Categorical [51]
wy,, k=1...d Measure, S, (T, k) wy, k=1...d Measure Sy, (1, Yi)
1 1 ifzr = yk 1 1 if ¢, = yi
2 Ouverlap = { 0  otherwise d Eskin = n% X
5 otherwise
nk+2
1 1
d _{1 if = yi d 1 if ¢, = yi
IOF = 1 . OF — 1 .
TFlog Fi (e )= 108 T3 ( otherwise = — NN otherwise
og fi, ()= Tog fi, (v) 14108 F5y w108 Jiyy
Mixed [52]
Name Measure Name Measure
General  Similarity Sgse(z,y) = d% Z‘;:l w(zk, Yk ) General Distance Co- dgac(z,y) = (d% EZ:1 w(Sk, Yk)
Coefficient Xh—1 wlrkouk) efficient Tho1 w(@kovi)
s(Tk, Yk)s 1
o For numeric attributes, s(xy,yr) = 1 — % d?*(zk,yx) | - where d?(x, yr) is the squared distance
where Ry, is the range of the k™ attribute; IS R R i
w(z,yi) = 0 if @ or y has missing value for go_r lllle Ak;t Call;libqw; w(xg, yi) is the same as in General
the k" attribute; otherwise w(zk,yr) = 1. milarity Coefficient.
o For categorical attributes, s(zy,yr) = 1 if ) = e For numeric attributes, d(xy,yr) = %
Yk OlherWISe s(z, yk) = 0; w(mk,g}) = 0 if where Ry, is the range of k" attribute.
data point z or y has missing value at k"™ attribute; o For categorical attributes, d(zy,y) = 0 if z) =
otherwise w(zk, yx) = 1. Yk; otherwise d(z, yr) = 1.

rely on the general characteristics of the training data to select
features that are independent of each other and are highly
dependent on the output. The hybrid feature selection method
attempts to exploit the salient features of both wrapper and
filter methods [60].

An example of wrapper-based feature selection method
is [61], where the authors propose an algorithm to build a
lightweight IDS by using modified Random Mutation Hill
Climbing (RMHC) as a search strategy to specify a can-
didate subset for evaluation, and using a modified linear
Support Vector Machines (SVMs) based iterative procedure
as a wrapper approach to obtain an optimum feature subset.
The authors establish the effectiveness of their method in terms
of efficiency in intrusion detection without compromising the
detection rate. An example filter model for feature selection
is [62], where the authors fuse correlation-based and minimal
redundancy-maximal-relevance measures. They evaluate their
method on benchmark intrusion datasets for classification
accuracy. Several other methods for feature selection are [39],
[63]-[65].

6) Reporting anomalies: An important aspect of any
anomaly detection technique is the manner in which anomalies

are reported [3]. Typically, the outputs produced by anomaly
detection techniques are of two types: (a) a score, which is a
value that combine (i) distance or deviation with reference to
a set of profiles or signatures, (ii) influence of the majority in
its neighborhood, and (iii) distinct dominance of the relevant
subspace (as discussed in Section III-BS5). (b) a label, which
is a value (normal or anomalous) given to each test instance.
Usually the labelling of an instance depends on (i) the size
of groups generated by an unsupervised technique, (ii) the
compactness of the group(s), (iii) majority voting based on the
outputs given by multiple indices (several example indices are
given in Table VI), or (iv) distinct dominance of the subset of
features.

IV. METHODS AND SYSTEMS FOR NETWORK ANOMALY
DETECTION

The classification of network anomaly detection methods
and systems that we adopt is shown in Figure 4. This
scheme is based on the nature of algorithms used. It is not
straightforward to come up with a classification scheme for
network anomaly detection methods and systems, primarily
because there is substantial overlap among the methods used
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Schultz [68]

. mazx =P min . .
of objects form the same cluster, n is the number of those pairs, Sy in
and S, 4. are the sum of n smallest distances and n largest distances,
respectively.

TABLE VI
CLUSTER VALIDITY MEASURES

Reference Name of Index Formula Remark(s)

Dunn [66] Dunn Index DI = j;’;;" , where d.in denotes the smallest distance between two (i) Can identify dense and well-separated clusters.
objects from different clusters, dy,qq the largest distance within the same (ii) High Dunn index is more desired for a clus-
cluster. tering algorithm. (iii) May not perform well with

noisy data.

Davies et al. | Davies Bouldin’s DB = % > £ maw(%), where n is the number of clusters; | (i) Validation is performed using cluster quantities

: =5 Ci1Cj . .s

(671 index o is the average distance of all patterns in cluster 4 to their cluster center, ¢;; | and features inherent to the dataset. (ii) For com-
o; is the average distance of all patterns in cluster j to their cluster center, | Pact clgstenpg, DB values ?hOUId be as minimum
¢;; and d(c;, c;) represents the proximity between the cluster centers ¢; | s possible. (iii) It is not designed to accommodate
and c¢;. overlapping clusters.

Hubert and C-index C = 3 ——min__ = where S is the sum of distances over all pairs It needs to be minimized for better clustering.

Baker and Hu-

Gamma Index

G = S—, where (S+) represents the number of times that a pair of

This measure is widely used for hierarchical clus-

bert [69] samples not clustered together have a larger separation than a pair that were tering.
in the same clusters; (S—) represents reverse outcome.

Rohlf [70] G+ Index G+ = ni((STi)l’ where (S—) is defined as for gamma index and n | It uses minimum value to determine the number
is the number of within cluster distances. of clusters in the data.

Rousseeuw Silhouette Index SI = bi;aib_}, where a; is the average dissimilarity of the ith This index cannot be applied to datasets with sub-

maxz{a;,b;
[71] object to all other objects in the same cluster; b; is the minimum of average
dissimilarity of the object from all objects in other clusters;

clusters.

Goodman and Goodman-Kruskal GK = T

c—Ng
NI Ny where N. and Ny are the numbers of concordant and

(i) It is robust in outliers detection. (ii) It requires

Kruskal [72] index disconcordant quadruples, respectively. high computation complexity in comparison to
C-index.

Jaccard [73] Jaccard Index JI = %M, where a denotes the number of pairs of points with the same It uses less information than Rand index measure.
label in C' and assigned to the same cluster in k, b denotes the number of
pairs with the same label, but in different clusters and ¢ denotes the number
of pairs in the same cluster, but with different class labels.

Rand [74] Rand Index RI = #*ird, where d denotes the number of pairs with a different It gives equal weights to false positives and false
label in C' that were assigned to a different cluster in k, rest are same with negatives during computation.
JI.

Bezdek [75] Partition PC = % =1 Z;ﬁl uf] where n. is the number of clusters, N is the (i) It finds the number of overlaps between clus-

coefficient number of objects in the dataset, u;; is the degree of membership. ters, (ii) It lacks connection with dataset.

Bezdek [76] Classification en-

tropy

13
CE= L

i=1 2 j—1 Wijlog(ui;), same with partition coefficient.

It measures the fuzziness of the cluster partitions.

Xie and Beni Xie-Beni Index

i dmin = min||ki — kj|.

XB = x4, where 7 = % is called compactness of cluster . Since
. “Amin L. i’ . L.
[77] n; is the number of points in cluster 4, o, is the average variation in cluster

(i) It combines the properties of membership
degree and the geometric structure of dataset.
(ii) Smaller XB means more compact and better
separated clusters.

in the various classes in any particular scheme we may
adopt. We have decided on six distinct classes of methods
and systems. We call them statistical, classification-based,
clustering and outlier-based, soft computing, knowledge-based
and combination learners. Most methods have subclasses as
given in Figure 4. Figure 5 shows the approximate statistics
of papers published in each category.

We distinguish between network anomaly detection meth-
ods and systems in this paper, although such a distinction
is difficult to make sometimes. A network intrusion detection
system (NIDS) usually integrates a network intrusion detection
method within an architecture that comprises other associated
sub-systems to build stand-alone practical system that can
perform the entire gamut of activities needed for intrusion
detection. We present several NIDSs with their architectures
and components as we discuss various anomaly detection
categories.

A. Statistical methods and systems

Statistically speaking, an anomaly is an observation which
is suspected of being partially or wholly irrelevant because
it is not generated by the stochastic model assumed [78].
Normally, statistical methods fit a statistical model (usually
for normal behavior) to the given data and then apply a
statistical inference test to determine if an unseen instance

Network Anomaly Detection Methods

a.Parametric
Statistical b. Non-parametric
— Classification Based __ a. GAbased

b. ANN based

c. Fuzzyset

d. Roughset

e. Antcolonyand AlIS

Clustering and
OutlierBased

HOTk oA — a. Ruleand expertsystem

b. Ontologyand logic based

Knowledge Based
— a.Ensemble based
b. Fusion based
“—] Combination Learners |—  ¢.Hybrid

Fig. 4. Classification of network anomaly detection methods (GA-Genetic
Algorithm, ANN-Artificial Neural Network, AIS-Artificial Immune System)

belongs to this model. Instances that have a low probability
to be generated from the learnt model based on the applied
test statistic are declared anomalies. Both parametric and non-
parametric techniques have been applied to design statistical
models for anomaly detection. While parametric techniques
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Fig. 5. Statistics of the surveyed papers during the years 2000 to 2012

assume knowledge of the underlying distribution and estimate
the parameters from the given data [79], non-parametric tech-
niques do not generally assume knowledge of the underlying
distribution [80].

An example of a statistical IDS is HIDE [33]. HIDE is
an anomaly-based network intrusion detection system, that
uses statistical models and neural network classifiers to detect
intrusions. HIDE is a distributed system, which consists of
several tiers with each tier containing several Intrusion Detec-
tion Agents (IDAs). IDAs are IDS components that monitor
the activities of a host or a network. The probe layer (i.e., top
layer as shown in Figure 6) collects network traffic at a host
or in a network, abstracts the traffic into a set of statistical
variables to reflect network status, and periodically generates
reports to the event preprocessor. The event preprocessor layer
receives reports from both the probe and IDAs of lower
tiers, and converts the information into the format required
by the statistical model. The statistical processor maintains
a reference model of typical network activities, compares
reports from the event preprocessor with the reference models,
and forms a stimulus vector to feed into the neural network
classifier. The neural network classifier analyzes the stimulus
vector from the statistical model to decide whether the network
traffic is normal. The post-processor generates reports for the
agents at higher tiers. A major attraction of HIDE is its ability
to detect UDP flooding attacks even with attack intensity as
low as 10% of background traffic.

Of the many statistical methods and NIDSs [79], [81]-[89]
only a few are described below in brief.

Bayesian networks [90] are capable of detecting anomalies
in a multi-class setting. Several variants of the basic tech-
nique have been proposed for network intrusion detection and
for anomaly detection in text data [3]. The basic technique
assumes independence among different attributes. Several
variations of the basic technique that capture the conditional
dependencies among different attributes using more complex
Bayesian networks have also been proposed. For example, the
authors of [91] introduce an event classification-based intru-
sion detection scheme using Bayesian networks. The Bayesian
decision process improves detection decision to significantly
reduce false alarms.

Collection & Statistical
abstraction of modeling & ANN
traffic information based classifier
Reportfrom ﬂ l
previous tier IDAs ‘L
Event Postprocessing |—» Nexttier
preprocessor

!

Userinterface

Fig. 6. Architecture of HIDE system

Manikopoulos and Papavassiliou [81] introduce a hierar-
chical multi-tier multi-window statistical anomaly detection
system to operate automatically, adaptively, and proactively. It
applies to both wired and wireless ad-hoc networks. This sys-
tem uses statistical modeling and neural network classification
to detect network anomalies and faults. The system achieves
high detection rate along with low misclassification rate when
the anomaly traffic intensity is at 5% of the background traffic
but the detection rate is lower at lower attack intensity levels
such as 1% and 2%.

Association rule mining [92], conceptually a simple method
based on counting of co-occurrences of items in transactions
databases, has been used for one-class anomaly detection by
generating rules from the data in an unsupervised fashion.
The most difficult and dominating part of an association
rules discovery algorithm is to find the itemsets that have
strong support. Mahoney and Chan [83] present an algorithm
known as LERAD that learns rules for finding rare events
in time-series data with long range dependencies and finds
anomalies in network packets over TCP sessions. LERAD
uses an Apriori-like algorithm [92] that finds conditional rules
over nominal attributes in a time series, e.g., a sequence of
inbound client packets. The antecedent of a created rule is
a conjunction of equalities, and the consequent is a set of
allowed values, e.g., if port=80 and word3=HTTP/1.0 then
wordl=GET or POST. A value is allowed if it is observed
in at least one training instance satisfying the antecedent. The
idea is to identify rare anomalous events: those which have not
occurred for a long time and which have high anomaly score.
LERAD is a two-pass algorithm. In the first pass, a candidate
rule set is generated from a random sample of training data
comprised of attack-free network traffic. In the second pass,
rules are trained by obtaining the set of allowed values for
each antecedent.

A payload-based anomaly detector for intrusion detection
known as PAYL is proposed in [84]. PAYL attempts to detect
the first occurrence of a worm either at a network system
gateway or within an internal network from a rogue device and
to prevent its propagation. It employs a language-independent
n-gram based statistical model of sampled data streams. In
fact, PAYL uses only a 1-gram model (i.e., it looks at the
distribution of values contained within a single byte) which
requires a linear scan of the data stream and a small 256-
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element histogram. In other words, for each ASCII character in
the range 0-255, it computes its mean frequency as well as the
variance and standard deviation. Since payloads (i.e., arriving
or departing contents) at different ports differ in length, PAYL
computes these statistics for each specific observed payload
length for each port open in the system. It first observes many
exemplar payloads during the training phase and computes the
payload profiles for each port for each payload length. During
detection, each incoming payload is scanned and statistics are
computed. The new payload distribution is compared against
the model created during training. If there is a significant
difference, PAYL concludes that the packet is anomalous and
generates an alert. The authors found that this simple approach
works surprisingly well.

Song et al. [85] propose a conditional anomaly detec-
tion method for computing differences among attributes and
present three different expectation-maximization algorithms
for learning the model. They assume that the data attributes
are partitioned into indicator attributes and environmental
attributes based on the decision taken by the user regarding
which attributes indicate an anomaly. The method learns the
typical indicator attribute values and observes subsequent data
points, and labels them as anomalous or not, based on the
degree the indicator attribute values differ from the usual indi-
cator attribute values. However, if the indicator attribute values
are not conditioned on environmental attributes values, the
indicator attributes are ignored effectively. The precision/recall
of this method is greater than 90 percent.

Lu and Ghorbani [87] present a network signal modeling
technique for anomaly detection by combining wavelet ap-
proximation and system identification theory. They define and
generate fifteen relevant traffic features as input signals to
the system and model daily traffic based on these features.
The output of the system is the deviation of the current input
signal from the normal or regular signal behavior. Residuals
are passed to the IDS engine to take decisions and obtain 95%
accuracy in the daily traffic.

Wattenberg et al. [88] propose a method to detect anomalies
in network traffic, based on a nonrestricted «-stable first-
order model and statistical hypothesis testing. The a-stable
function is used to model the marginal distribution of real
traffic and classify them using the Generalized Likelihood
Ratio Test. They detect two types of anomaly including floods
and flash-crowds with promising accuracy. In addition, a
nonparametric adaptive CSUM (Cumulative Sum) method for
detecting network intrusions is discussed in [89].

In addition to the detection methods, there are several
statistical NIDSs. As mentioned earlier, a NIDS includes one
or more intrusion detection methods that are integrated with
other required sub-systems necessary to create a practically
suitable system. We discuss a few below.

N@G (Network at Guard) [93] is a hybrid IDS that ex-
ploits both misuse and anomaly approaches. N@G has both
network and host sensors. Anomaly-based intrusion detection
is pursued using the chi-square technique on various net-
work protocol parameters. It has four detection methodologies
viz., data collection, signature-based detection, network access
policy violation and protocol anomaly detection as a part
of its network sensor. It includes audit trails, log analysis,

statistical analysis and host access policies as components of
the host sensor. The system has a separate IDS server, i.e.,
a management console to aggregate alerts from the various
sensors with a user interface, a middle-tier and a data man-
agement component. It provides real time protection against
malicious changes to network settings on client computers,
which includes unsolicited changes to the Windows Hosts file
and Windows Messenger service.

FSAS (Flow-based Statistical Aggregation Scheme) [94] is
a flow-based statistical IDS. It comprises of two modules:
feature generator and flow-based detector. In the feature
generator, the event preprocessor module collects the network
traffic of a host or a network. The event handlers generate
reports to the flow management module. The flow manage-
ment module efficiently determines if a packet is part of
an existing flow or it should generate a new flow key. By
inspecting flow keys, this module aggregates flows together,
and dynamically updates per-flow accounting measurements.
The event time module periodically calls the feature extraction
module to convert the statistics regarding flows into the format
required by the statistical model. The neural network classifier
classifies the score vectors to prioritize flows with the amount
of maliciousness. The higher the maliciousness of a flow, the
higher is the possibility of the flow being an attacker.

In addition to their inherent ability to detect network anoma-
lies, statistical approaches have a number of additional distinct
advantages as well.

o They do not require prior knowledge of normal activities
of the target system. Instead, they have the ability to learn
the expected behavior of the system from observations.

« Statistical methods can provide accurate notification or
alarm generation of malicious activities occurring over
long periods of time, subject to setting of appropriate
thresholding or parameter tuning.

o They analyze the traffic based on the theory of abrupt
changes, i.e., they monitor the traffic for a long time
and report an alarm if any abrupt change (i.e., significant
deviation) occurs.

Drawbacks of the statistical model for network anomaly
detection include the following.

o They are susceptible to being trained by an attacker in
such a way that the network traffic generated during the
attack is considered normal.

o Setting the values of the different parameters or metrics
is a difficult task, especially because the balance between
false positives and false negatives is an issue. Moreover,
a statistical distribution per variable is assumed, but not
all behaviors can be modeled using stochastic methods.
Furthermore, most schemes rely on the assumption of a
quasi-stationary process [6], which is not always realistic.

o It takes a long time to report an anomaly for the first
time because the building of the models requires extended
time.

o Several hypothesis testing statistics can be applied to
detect anomalies. Choosing the best statistic is often not
straightforward. In particular, as stated in [88] construct-
ing hypothesis tests for complex distributions that are
required to fit high dimensional datasets is nontrivial.
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TABLE VII
COMPARISON OF STATISTICAL NETWORK ANOMALY DETECTION METHODS

Author (s) Year of publi- No. of param- w X y Data types Dataset z Detection method

cation eters used
Eskin [79] 2000 2 (6] N P Numeric DARPA99 Cy Probability Model
Manikopoulos and Papavas- 2002 3 D N P Numeric Real-life Ca, Cs Statistical model with neural
siliou [81] network
Mahoney and Chan [83] 2003 2 C N P - DARPA99 [} LERAD algorithm
Chan et al. [82] 2003 2 C N P Numeric DARPA99 C1 Learning Rules
Wang and Stolfo [84] 2004 3 C N P Numeric DARPA99 Ch Payload-based algorithm
Song et al. [85] 2007 3 C N P Numeric KDDcup99 Intrusive Gaussian Mixture Model

pattern

Chhabra et al. [86] 2008 2 D N P Numeric Real time Ce FDR method
Lu and Ghorbani [87] 2009 3 C N P F Numeric DARPA99 C1 Wavelet Analysis
Wattenberg et al. [88] 2011 4 C N P Numeric Real-time Cs GLRT Model
Yu [89] 2012 1 C N P Numeric Real-time Cs Adaptive CUSUM
w-indicates centralized (C) or distributed (D) or others (O)
x-the nature of detection as real time (R) or non-real time (N)
y-characterizes packet-based (P) or flow-based (F) or hybrid (H) or others (O)
z-represents the list of attacks handled: C'j-all attacks, C's-denial of service, C's-probe, C4-user to root, C's-remote to local, and Cg-anomalous

X,
* *ee
5 14 S
N b SR Fa
* + T ¢ et el N
N * o o ! 8 \\‘
- N s ¢ ¢ 0 \
N G * e Yig 8
. X RN S
e L 1
- N L XY / N ¢!
- = + & % \\\ ¢ ¢/ 3 ‘\‘v/ x b 4
N g e
-
- b S ¢ o8 b ¢ oy P } 4
X
(a) Linear separation (b) Non-linearseparation
Fig. 7. Linear and non-linear classification in 2-D

o Histogram-based techniques are relatively simple to im-
plement, but a key shortcoming of such techniques for
multivariate data is that they are not able to capture
interactions among the attributes.

A comparison of a few statistical network anomaly detection
methods is given in Table VII.

B. Classification-based methods and systems

Classification is the problem of identifying which of a set
of categories a new observation belongs to, on the basis of
a training set of data containing observations whose category
membership is known. Assuming we have two classes whose
instances are shown as + and —, and each object can be
defined in terms of two attributes or features x; and xo,
linear classification tries to find a line between the classes
as shown in Figure 7(a). The classification boundary may be
non-linear as in Figure 7(b). In intrusion detection, the data
is high dimensional, not just two. The attributes are usually
mixed, numeric and categorial as discussed earlier.

Thus, classification techniques are based on establishing
an explicit or implicit model that enables categorization of
network traffic patterns into several classes [95]-[100]. A
singular characteristic of these techniques is that they need
labeled data to train the behavioral model, a procedure that
places high demands on resources [101]. In many cases, the
applicability of machine learning principles such as classifi-
cation coincides with that of statistical techniques, although
the former technique is focused on building a model that
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Fig. 8. Architecture of ADAM system

improves its performance on the basis of previous results
[7]. Several classification-based techniques (e.g., k-nearest
neighbor, support vector machines, and decision trees) have
been applied to anomaly detection in network traffic data.

An example of classification-based IDS is Automated Data
Analysis and Mining (ADAM) [32] that provides a testbed
for detecting anomalous instances. An architecture diagram of
ADAM is shown in Figure 8. ADAM exploits a combination
of classification techniques and association rule mining to
discover attacks in a tcpdump audit trail. First, ADAM builds
a repository of “normal” frequent itemsets from attack-free
periods. Second, ADAM runs a sliding-window based online
algorithm that finds frequent itemsets in the connections
and compares them with those stored in the normal itemset
repository, discarding those that are deemed normal. ADAM
uses a classifier which has been trained to classify suspicious
connections as either a known type of attack or an unknown
type or a false alarm.

A few classification-based network anomaly detection meth-
ods and NIDSs are described below in brief.

Abbes et al. [102] introduce an approach that uses decision
trees with protocol analysis for effective intrusion detection.
They construct an adaptive decision tree for each application
layer protocol. Detection of anomalies classifies data records
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into two classes: benign and anomalies. The anomalies include
a large variety of types such as DoS, scans, and botnets.
Thus, multi-class classifiers are a natural choice, but like any
classifier they require expensive hand-labeled datasets and are
also not able to identify unknown attacks.

Wagner et al. [103] use one-class classifiers that can detect
new anomalies, i.e., data points that do not belong to the
learned class. In particular, they use a one-class SVM classifier
proposed by Scholkopf et al. [104]. In such a classifier, the
training data is presumed to belong to only one class, and
the learning goal during training is to determine a function
which is positive when applied to points on the circumscribed
boundary around the training points and negative outside. This
is also called semi-supervised classification. Such an SVM
classifier can be used to identify outliers and anomalies. The
authors develop a special kernel function that projects data
points to a higher dimension before classification. Their kernel
function takes into consideration properties of Netflow data
and enables determination of similarity between two windows
of IP flow records. They obtain 92% accuracy on average for
all attacks classes.

Classification-based anomaly detection methods can usually
give better results than unsupervised methods (e.g, clustering-
based) because of the use of labeled training examples. In
traditional classification, new information can be incorporated
by re-training with the entire dataset. However, this is time-
consuming. Incremental classification algorithms [105] make
such training more efficiently. Although classification-based
methods are popular, they cannot detect or predict unknown
attack or event until relevant training information is fed for
retraining.

For a comparison of several classification-based network
anomaly detection methods, see Table VIII.

Several authors have used a combination of classifiers
and clustering for network intrusion detection leveraging the
advantages of the two methods. For example, Muda et al. [107]
present a two stage model for network intrusion detection.
Initially, k-means clustering is used to group the samples into
three clusters: C'1 to group attack data such as Probe, U2R
and R2L; C2 to group DoS attack data, and C'3 for normal
non-attack data. The authors achieve this by initializing the
cluster centers with the mean values obtained from known
data points of appropriate groups. Since the initial centroids
are obtained from known labeled data, the authors find that
k-means clustering is very good at clustering the data into the
three classes. Next, the authors use a Naive Bayes classifier to
classify the data in the final stage into the five more accurate
classes, Normal, DoS, Probe, R2L and U2R.

Gaddam et al. [96] present a method to detect anomalous
activities based on a combined approach that uses the k-
means clustering algorithm and the ID3 algorithm for decision
tree learning [108]. In addition to descriptive features, each
data instance includes a label saying whether the instance
is normal or anomalous. The first stage of the algorithm
partitions the training data into % clusters using Euclidean
distance similarity. Obviously, the clustering algorithm does
not consider the labels on instances. The second stage of the
algorithm builds a decision tree on the instances in a cluster.
It does so for each cluster so that k separate decision trees are

built. The purpose of building decision trees is to overcome
two problems that k-means faces: a) forced assignment: if
the value of %k is lower than the number of natural groups,
dissimilar instances are forced into the same cluster, and b)
class dominance, which arises when a cluster contains a large
number of instances from one class, and fewer numbers of
instances from other classes. The hypothesis is that a decision
tree trained on each cluster learns the sub groupings (if any)
present within each cluster by partitioning the instances over
the feature space. To obtain a final decision on classification
of a test instance, the decisions of the k-means and ID3
algorithms are combined using two rules: (a) the nearest-
neighbor rule and (b) the nearest-consensus rule. The authors
claim that the detection accuracy of the k-means+ID3 method
is very high with an extremely low false positive rate on
network anomaly data.

Support Vector Machines (SVMs) are very successful max-
imum margin linear classifiers [109]. However, SVMs take a
long time for training when the dataset is very large. Khan et
al. [106] reduce the training time for SVMs when classifying
large intrusion datasets by using a hierarchical clustering
method called Dynamically Growing Self-Organizing Tree
(DGSOT) intertwined with the SVMs. DGSOT, which is based
on artificial neural networks, is used to find the boundary
points between two classes. The boundary points are the most
qualified points to train SVMs. An SVM computes the max-
imal margins separating the two classes of data points. Only
points closest to the margins, called support vectors, affect the
computation of these margins. Other points can be discarded
without affecting the final results. Khan et al. approximate
support vectors by using DGSOT. They use clustering in
parallel with the training of SVMs, without waiting till the
end of the building of the tree to start training the SVM. The
authors find that their approach significantly improves training
time for the SVMs without sacrificing generalization accuracy,
in the context of network anomaly detection.

In addition to the several detection methods viz., noted
above, we also discuss a classification-based IDS known
as DNIDS (Dependable Network Intrusion Detection Sys-
tem) [110]. This IDS is developed based on the Combined
Strangeness and Isolation measure of the k-Nearest Neighbor
(CSI-KNN) algorithm. DNIDS can effectively detect network
intrusion while providing continued service under attack.
The intrusion detection algorithm analyzes characteristics of
network data by employing two measures: strangeness and
isolation. These measures are used by a correlation unit to
raise intrusion alert along with the confidence information.
For faster information, DNIDS exploits multiple CSF-KNN
classifiers in parallel. It also includes a intrusion tolerant
mechanism to monitor the hosts and the classifiers running
on them, so that failure of any component can be handled
carefully. Sensors capture network packets from a network
segment and transform them into connection-based vectors.
The Detector is a collection of CSI-KNN classifiers that ana-
lyze the vectors supplied by the sensors. The Manager, Alert
Agents, and Maintenance Agents are designed for intrusion
tolerance and are installed on a secure administrative server
called Station. The Manager executes the tasks of generating
mobile agents and dispatching them for task execution.
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TABLE VIII
COMPARISON OF CLASSIFICATION-BASED NETWORK ANOMALY DETECTION METHODS

Author (s) Year of publi- No. of param- w X y Data types Dataset used z Detection method
cation eters

Tong et al. [95] 2005 4 [0} N P Numeric DARPA99, TCPSTAT Ch KPCC model

Gaddam et al. [96] 2007 3 C N P Numeric NAD, DED, MSD Ch k-means+ID3

Khan et al. [106] 2007 3 C N P Numeric DARPA9S8 Cq DGSOT + SVM

Das et al. [97] 2008 3 [€] N P Categorical | KDDcup99 C1 APD Algorithm

Lu and Tong [98] 2009 2 6] N P Numeric DARPA99 [ CUSUM-EM

Qadeer et al. [99] 2010 - C R P - Real time Co Traffic statistics

Wagner et al.[103] 2011 2 C R F Numeric Flow Traces Co Kernel OCSVM

Muda et al. [107] 2011 2 (0] N (0] Numeric KDDcup99 C1 KMNB algorithm

Kang et al. [100] 2012 2 (0] N P Numeric DARPA98 C1 Differentiated SVDD

w-indicates centralized (C) or distributed (D) or others (O)

x-the nature of detection as real time (R) or non-real time (N)

y-characterizes packet-based (P) or flow-based (F) or hybrid (H) or others (O)

z-represents the list of attacks handled: C'j-all attacks, C's-denial of service, C'z-probe, Cy-user to root, and C'5-remote to local

X 2

(a) Clusters (b) Outliers

Fig. 9. Clustering and outliers in 2-D, where C}s are clusters in (a) and O;s
are outliers in (b)

Classification-based anomaly detection approaches are pop-
ular for detecting network anomalies. The following are some
advantages.

o These techniques are flexible for training and testing.
They are capable of updating their execution strategies
with the incorporation of new information. Hence, adapt-
ability is possible.

o They have a high detection rate for known attacks subject
to appropriate threshold setting.

Though such methods are popular they have the following
disadvantages.

o The techniques are highly dependent on the assumptions
made by the classifiers.

o They consume more resources than other techniques.

o They cannot detect or predict unknown attack or event
until relevant training information is fed.

C. Clustering and Outlier-based methods and systems

Clustering is the task of assigning a set of objects into
groups called clusters so that the objects in the same cluster
are more similar in some sense to each other than to those in
other clusters. Clustering is used in explorative data mining.
For example, if we have a set of unlabeled objects in two
dimensions, we may be able to cluster them into 5 clusters
by drawing circles or ellipses around them, as in Figure 9(a).
Outliers are those points in a dataset that are highly unlikely to
occur given a model of the data, as in Figure 9(b). Examples
of outliers in a simple dataset are seen in [111]. Clustering and
outlier finding are examples of unsupervised machine learning.
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Fig. 10. Architecture of MINDS system

Clustering can be performed in network anomaly detection
in an offline environment. Such an approach adds additional
depth to the administrators’ defenses, and allows them to more
accurately determine threats against their network through the
use of multiple methods on data from multiple sources. Hence,
the extensive amount of activities that may be needed to detect
intrusion near real time in an online NIDS may be obviated,
achieving efficiency [112].

For example, MINDS (Minnesota Intrusion Detection Sys-
tem) [34] is a data mining-based system for detecting network
intrusions. The architecture of MINDS is given in Figure 10.
It accepts NetFlow data collected through flow tools as input.
Flow tools only capture packet header information and build
one way sessions of flows. The analyst uses MINDS to analyze
these data files in batch mode. The reason for running the
system in batch mode is not due to the time it takes to analyze
these files, but because it is convenient for the analyst to do so.
Before data is fed into the anomaly detection module, a data
filtering step is executed to remove network traffic in which
the analyst is not interested.

The first step of MINDS is to extract important features
that are used. Then, it summarizes the features based on time
windows. After the feature construction step, the known attack
detection module is used to detect network connections that
correspond to attacks for which signatures are available, and to
remove them from further analysis. Next, an outlier technique
is activated to assign an anomaly score to each network
connection. A human analyst then looks at only the most
anomalous connections to determine if they are actual attacks
or represent other interesting behavior. The association pattern
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analysis module of this system is dedicated to summarize
the network connections as per the assigned anomaly rank.
The analyst provides feedback after analyzing the summaries
created and decides whether these summaries are helpful in
creating new rules that may be used in known attack detection.

Clustering techniques are frequently used in anomaly de-
tection. These include single-link clustering algorithms, k-
means (squared error clustering), and hierarchical clustering
algorithms to mention a few [113]-[118].

Sequeira and Zaki [119] present an anomaly-based intrusion
detection system known as ADMIT that detects intruders
by creating user profiles. It keeps track of the sequence of
commands a user uses as he/she uses a computer. A user
profile is represented by clustering the sequences of the user’s
commands. The data collection and processing are thus host-
based. The system clusters a user’s command sequence using
LCS (Longest Common Subsequence) as the similarity metric.
It uses a dynamic clustering algorithm that creates an initial
set of clusters and then refines them by splitting and merging
as necessary. When a new user types a sequence of commands,
it compares the sequence to profiles of users it already has. If
it is a long sequence, it is broken up to a number of smaller
sequences. A sequence that is not similar to a normal user’s
profile is considered anomalous. One anomalous sequence is
tolerated as noise, but a sequence of anomalous sequences
typed by one single user causes the user to be marked
as masquerader or concept drift. The system can also use
incremental clustering to detect masqueraders.

Zhang et al. [115] report a distributed intrusion detection
algorithm that clusters the data twice. The first clustering
chooses candidate anomalies at Agent IDSs, which are placed
in a distributed manner in a network and a second clustering
computation attempts to identify true attacks at the central
IDS. The first clustering algorithm is essentially the same as
the one proposed by [120]. At each agent IDS, small clusters
are assumed to contain anomalies and all small clusters are
merged to form a single candidate cluster containing all
anomalies. The candidate anomalies from various Agent IDSs
are sent to the central IDS, which clusters again using a simple
single-link hierarchical clustering algorithm. It chooses the
smallest £ clusters as containing true anomalies. They obtain
90% attacks detection rate on test intrusion data.

Worms are often intelligent enough to hide their activities
and evade detection by IDSs. Zhuang et al. [121] propose
a method called PAIDS (Proximity-Assisted IDS) to iden-
tify the new worms as they begin to spread. PAIDS works
differently from other IDSs and has been designed to work
collaboratively with existing IDSs such as an anomaly-based
IDS for enhanced performance. The goal of the designers
of PAIDS is to identify new and intelligent fast-propagating
worms and thwarting their spread, particularly as the worm is
just beginning to spread. Neither signature-based nor anomaly-
based techniques can achieve such capabilities. Zhuang et al.’s
approach is based mainly on the observation that during the
starting phase of a new worm, the infected hosts are clustered
in terms of geography, IP address and maybe, even DNSes
used.

Bhuyan et al. [122] present an unsupervised network
anomaly detection method for large intrusion datasets. It

exploits tree-based subspace clustering and an ensemble-based
cluster labelling technique to achieve better detection rate over
real life network traffic data for the detection of known as
well as unknown attacks. They obtain 98% detection rate on
average in detecting network anomalies.

Some advantages of using clustering are given below.

o For a partitioning approach, if k£ can be provided accu-
rately then the task is easy.

o Incremental clustering (in supervised mode) techniques
are effective for fast response generation.

« It is advantageous in case of large datasets to group into
similar number of classes for detecting network anoma-
lies, because it reduces the computational complexity
during intrusion detection.

« It provides a stable performance in comparison to classi-
fiers or statistical methods.

Drawbacks of clustering-based methods include the follow-

ing.

e Most techniques have been proposed to handle continu-
ous attributes only.

o In clustering-based intrusion detection techniques, an
assumption is that the larger clusters are normal and
smaller clusters are attack or intrusion [57]. Without this
assumption, it is difficult to evaluate the technique.

o Use of an inappropriate proximity measure affects the
detection rate negatively.

o Dynamic updation of profiles is time consuming.

Several outlier-based network anomaly identification tech-
niques are available in [18]. When we use outlier-based
algorithms, the assumption is that anomalies are uncommon
events in a network. Intrusion datasets usually contain mixed,
numeric and categorial attributes. Many early outlier detec-
tion algorithms worked with continuous attributes only; they
ignored categorial attributes or modeled them in manners that
caused considerable loss of information.

To overcome this problem, Otey et al. [123] develop a
distance measure for data containing a mix of categorical
and continuous attributes and use it for outlier-based anomaly
detection. They define an anomaly score which can be used to
identify outliers in mixed attribute space by considering de-
pendencies among attributes of different types. Their anomaly
score function is based on a global model of the data that
can be easily constructed by combining local models built
independently at each node. They develop an efficient one-pass
approximation algorithm for anomaly detection that works
efficiently in distributed detection environments with very
little loss of detection accuracy. Each node computes its own
outliers and the inter-node communication needed to compute
global outliers is not significant. In addition, the authors show
that their approach works well in dynamic network traffic
situations where data, in addition to being streaming, also
changes in nature as time progresses leading to concept drift.

Bhuyan et al. [124] introduce an outlier score function
to rank each candidate object w.r.t. the reference points for
network anomaly detection. The reference points are computed
from the clusters obtained from variants of the k-means
clustering technique. The method is effective on real life
intrusion datasets.



318 IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 16, NO. 1, FIRST QUARTER 2014

Some of the advantages of outlier-based anomaly detection
are the following.

o It is easy to detect outliers when the datasets are smaller
in size.

o Bursty and isolated attacks can be identified efficiently
using this method.

Drawbacks of outlier-based anomaly detection include the
following.

o Most techniques use both clustering and outlier detection.
In such cases the complexity may be high in comparison
to other techniques.

o The techniques are highly parameter dependent.

A comparison of a few clustering and outlier-based network
anomaly detection methods is given in Table IX.

D. Soft computing methods and systems

Soft computing techniques are suitable for network anomaly
detection because often one cannot find exact solutions. Soft
computing is usually thought of as encompassing methods
such as Genetic Algorithms, Artificial Neural Networks, Fuzzy
Sets, Rough Sets, Ant Colony Algorithms and Artificial Im-
mune Systems. We describe several soft computing methods
and systems for network anomaly detection below.

1) Genetic algorithm approaches: Genetic algorithms are
population-based adaptive heuristic search techniques based
on evolutionary ideas. The approach begins with conversion of
a problem into a framework that uses a chromosome like data
structure. Balajinath and Raghavan [127] present a genetic
intrusion detector (GBID) based on learning of individual user
behavior. User behavior is described as 3-tuple <matching
index, entropy index, newness index> and is learnt using
a genetic algorithm. This behavior profile is used to detect
intrusion based on past behavior.

Khan [128] uses genetic algorithms to develop rules for
network intrusion detection. A chromosome in an individual
contains genes corresponding to attributes such as the service,
flags, logged in or not, and super-user attempts. Khan con-
cludes that attacks that are common can be detected more
accurately compared to uncommon attributes.

2) Artificial Neural Network approaches: Artificial Neural
Networks (ANN) are motivated by the recognition that the
human brain computes in an entirely different way from
the conventional digital computer [129]. The brain organizes
its constituents, known as neurons, so as to perform certain
computations (e.g., pattern recognition, perception, and motor
control) many times faster than the fastest digital computer.
To achieve good performance, real neural networks employ
massive interconnections of neurons. Neural networks acquire
knowledge of the environment through a process of learning,
which systematically changes the interconnection strengths,
or synaptic weights of the network to attain a desired design
objective.

An example of ANN-based IDS is RT-UNNID [130]. This
system is capable of intelligent real time intrusion detection
using unsupervised neural networks (UNN). The architecture
of RT-UNNID is given in Figure 11. The first module captures
and preprocesses the real time network traffic data for the
protocols: TCP, UDP and ICMP. It also extracts the numeric
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Fig. 11. Architecture of RT-UNNID system

features and converts them into binary or normalized form.
The converted data is sent to the UNN-based detection en-
gine that uses Adaptive Resonance Theory (ART) and Self-
Organizing Map (SOM) [131], [132] neural networks. Finally,
the output of the detection engine is sent to the responder for
recording in the user’s system log file and to generate alarm
when detecting attacks. RT-UNNID can work in real time to
detect known and unknown attacks in network traffic with high
detection rate.

Cannady’s approach [133] autonomously learns new attacks
rapidly using modified reinforcement learning. His approach
uses feedback for signature update when a new attack is
encountered and achieves satisfactory results. An improved
approach to detect network anomalies using a hierarchy of
neural networks is introduced in [134]. The neural networks
are trained using data that spans the entire normal space and
are able to recognize unknown attacks effectively.

Liu et al. [135] report a real time solution to detect known
and new attacks in network traffic using unsupervised neural
nets. It uses a hierarchical intrusion detection model using
Principal Components Analysis (PCA) neural networks to
overcome the shortcomings of single-level structures.

Sun et al. [136] present a wavelet neural network (WNN)
based intrusion detection method. It reduces the number
of the wavelet basic functions by analyzing the sparseness
property of sample data to optimize the wavelet network to a
large extent. The learning algorithm trains the network using
gradient descent.

Yong and Feng [137] use recurrent multilayered percep-
trons (RMLP) [138], a dynamic extension of well-known
feed-forward layered networks to classify network data into
anomalous and normal. An RMLP network has the ability to
encode temporal information. They develop an incremental
kernel principal components algorithm to pre-process the data
that goes into the neural network and obtain effective results.

In addition to the detection methods, we discuss a few IDSs
below.

NSOM (Network Self-Organizing Maps) [139] is a network
IDS developed using Self-Organizing Maps (SOM). It detects
anomalies by quantifying the usual or acceptable behavior and
flags irregular behavior as potentially intrusive. To classify real
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TABLE IX
COMPARISON OF CLUSTERING AND OUTLIER-BASED NETWORK ANOMALY DETECTION METHODS
Author (s) Year of publi- No. of param- w X y Data types Dataset used z Detection method
cation eters
Sequeira and Zaki [119] 2002 4 C R P Numeric, Cat- Real life Synthetic in- ADMIT
egorical trusions
Zhang et al. [115] 2005 2 D N P Numeric KDDcup99 C1 Cluster-based DIDS
Leung and Leckie [116] 2005 3 C N P Numeric KDDcup99 Ch fpMAFIA algorithm
Otey et al. [123] 2006 5 C N P Mixed KDDcup99 Cq FDOD algorithm
Jiang et al. [125] 2006 3 C N P Mixed KDDcup99 C1 CBUID algorithm
Chen and Chen [126] 2008 - [6) N - - - Cs AAWP model
Zhang et al. [117] 2009 2 [e] N P Mixed KDDcup99 (o} KD algorithm
Zhuang et al. [121] 2010 2 R C P - Real time Cs PAIDS model
Bhuyan et al. [124] 2011 2 N C PF Numeric KDDcup99 C1 NADO algorithm
Casas et al. [118] 2012 2 N C F Numeric KDDcup99, C1 UNIDS method
Real time
w-indicates centralized (C) or distributed (D) or others (O)
x-the nature of detection as real time (R) or non-real time (N)
y-characterizes packet-based (P) or flow-based (F) or hybrid (H) or others (O)
z-represents the list of attacks handled: C'j-all attacks, C's-denial of service, C'z-probe, C4-user to root, C's-remote to local, and Cg-worms

time traffic, it uses a structured SOM. It continuously collects
network data from a network port, preprocesses that data and
selects the features necessary for classification. Then it starts
the classification process - a chunk of packets at a time - and
then sends the resulting classification to a graphical tool that
portrays the activities that are taking place on the network
port dynamically as it receives more packets. The hypothesis
is that routine traffic that represents normal behavior would be
clustered around one or more cluster centers and any irregular
traffic representing abnormal and possibly suspicious behavior
would be clustered in addition to the normal traffic clustering.
The system is capable of classifying regular vs. irregular and
possibly intrusive network traffic for a given host.

POSEIDON (Payl Over Som for Intrusion DetectiON) [140]
is a two-tier network intrusion detection system. The first
tier consists of a self-organizing map (SOM), and is used
exclusively to classify payload data. The second tier consists
of a light modification of the PAYL system [84]. Tests using
the DARPA99 dataset show a higher detection rate and lower
number of false positives than PAYL and PHAD [141].

3) Fuzzy set theoretic approaches: Fuzzy network intrusion
detection systems exploit fuzzy rules to determine the likeli-
hood of specific or general network attacks [142], [143]. A
fuzzy input set can be defined for traffic in a specific network.

Tajbakhsh et al. [144] describe a novel method for building
classifiers using fuzzy association rules and use it for network
intrusion detection. The fuzzy association rule sets are used
to describe different classes: normal and anomalous. Such
fuzzy association rules are class association rules where the
consequents are specified classes. Whether a training instance
belongs to a specific class is determined by using matching
metrics proposed by the authors. The fuzzy association rules
are induced using normal training samples. A test sample
is classified as normal if the compatibility of the rule set
generated is above a certain threshold; those with lower
compatibility are considered anomalous. The authors also
propose a new method to speed up the rule induction algorithm
by reducing items from extracted rules.

Mabu et al. report a novel fuzzy class-association-rule
mining method based on genetic network programming (GNP)
for detecting network intrusions [145]. GNP is an evolutionary
optimization technique, which uses directed graph structures

instead of strings in standard genetic algorithms leading to
enhanced representation ability with compact descriptions
derived from possible node reusability in a graph.

Xian et al. [146] present a novel unsupervised fuzzy cluster-
ing method based on clonal selection for anomaly detection.
The method is able to obtain global optimal clusters more
quickly than competing algorithms with greater accuracy.

In addition to the fuzzy set theoretic detection methods, we
discuss two IDSs, viz., NFIDS and FIRE below.

NFIDS [147] is a neuro-fuzzy anomaly-based network
intrusion detection system. It comprises three tiers. Tier-I
contains several Intrusion Detection Agents (IDAs). IDAs are
IDS components that monitor the activities of a host or a
network and report the abnormal behavior to Tier-II. Tier-
I agents detect the network status of a LAN based on the
network traffic that they observe as well as the reports from the
Tier-1 agents within the LAN. Tier-III combines higher-level
reports, correlates data, and sends alarms to the user interface.
There are four main types of agents in this system: TCPAgent,
which monitors TCP connections between hosts and on the
network, UDPAgent, which looks for unusual traffic involving
UDP data, ICMPAgent, which monitors ICMP traffic and
PortAgent, which looks for unusual services in the network.

FIRE (Fuzzy Intrusion Recognition Engine) [142] is an
anomaly-based intrusion detection system that uses fuzzy logic
to assess whether malicious activity is taking place on a
network. The system combines simple network traffic metrics
with fuzzy rules to determine the likelihood of specific or
general network attacks. Once the metrics are available, they
are evaluated using a fuzzy set theoretic approach. The system
takes on fuzzy network traffic profiles as inputs to its rule set
and report maliciousness.

4) Rough Set approaches: A rough set is an approximation
of a crisp set (i.e., a regular set) in terms of a pair of sets that
are its lower and upper approximations. In the standard and
original version of rough set theory [148], the two approxima-
tions are crisp sets, but in other variations the approximating
sets may be fuzzy sets. The mathematical framework of rough
set theory enables modeling of relationships with a minimum
number of rules.

Rough sets have two useful features [149]: (i) enabling
learning with small size training datasets (ii) and overall
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simplicity. They can be applied to anomaly detection by
modeling normal behavior in network traffic. For example, in
[150], the authors present a Fuzzy Rough C-means clustering
technique for network intrusion detection by integrating fuzzy
set theory and rough set theory to achieve high detection rate.

Adetunmbi et al. [151] use rough sets and a k-NN classifier
to detect network intrusions with high detection rate and low
false alarm rate. Chen et al. present a two-step classifier for
network intrusion detection [152]. Initially, it uses rough set
theory for feature reduction and then a support vector machine
classifier for final classification. They obtain 89% accuracy on
network anomaly data.

5) Ant Colony and Artificial Immune System approaches:
Ant colony optimization [153] and related algorithms are
probabilistic techniques for solving computational problems
which can be reformulated to find optimal paths through
graphs. The algorithms are based on the behavior of ants
seeking a path between their colony and a source of food.

Gao et al. [154] use ant colony optimization for feature
selection for an SVM classifier for network intrusion detection.
The features are represented as graph nodes with the edges
between them denoting the addition of the next feature. Ants
traverse the graph to add nodes until the stopping criterion is
encountered.

Artificial Immune Systems (AIS) represent a computational
method inspired by the principles of the human immune
system. The human immune system is adept at performing
anomaly detection. Visconti and Tahayori [155] present a
performance-based AIS for detecting individual anomalous
behavior. It monitors the system by analyzing the set of
parameters to provide general information on its state. Interval
type-2 fuzzy set paradigm is used to dynamically generate
system status.

Advantages of soft computing-based anomaly detection
methods include the following.

e Such learning systems detect or categorize persistent
features without any feedback from the environment.

o Due to the adaptive nature of ANNG, it is possible to train
and test instances incrementally using certain algorithms.
Multi-level neural network-based techniques are more
efficient than single level neural networks.

o Unsupervised learning using competitive neural networks
is effective in data clustering, feature extraction and
similarity detection.

e Rough sets are useful in resolving inconsistency in the
dataset and to generate a minimal, non-redundant and
consistent rule set.

Some of the disadvantages of soft computing methods are
pointed out below.

o Over-fitting may happen during neural network training.

o If a credible amount of normal traffic data is not available,
the training of the techniques becomes very difficult.

o Most methods have scalability problems.

e Rough set-based rule generation suffers from proof of
completeness.

« In fuzzy association rule-based techniques, reduced, rele-
vant rule subset identification and dynamic rule updation
at runtime is a difficult task.

Auditdata preprocessor Inference Engine

! < —
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| Table 9 o :
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: initializer updater
Decision Engine  SSOinterface Knowledge base

Fig. 12. Architecture of STAT system

Table X gives a comparison of several soft computing-based
anomaly detection methods.

E. Knowledge-based methods and systems

In knowledge-based methods, network or host events are
checked against predefined rules or patterns of attack. The
goal is to represent the known attacks in a generalized fash-
ion so that handling of actual occurrences becomes easier.
Examples of knowledge-based methods are expert systems,
rule-based, ontology-based, logic-based and state-transition
analysis [156]-[159].

These techniques search for instances of known attacks,
by attempting to match with pre-determined attack repre-
sentations. The search begins like other intrusion detection
techniques, with a complete lack of knowledge. Subsequent
matching of activities against a known attack helps acquire
knowledge and enter into a region with higher confidence.
Finally, it can be shown that an event or activity has reached
maximum anomaly score.

An example knowledge-based system is STAT (State Transi-
tion Analysis Tool) [160]. Its architecture is given in Figure 12.
It models traffic data as a series of state changes that lead from
secure state to a target compromised state. STAT is composed
of three main components: knowledge base, inference engine
and decision engine. The audit data preprocessor reformats
the raw audit data to send as input to the inference engine.
The inference engine monitors the state transitions extracted
from the preprocessed audit data and then compares these
states with the states available within the knowledge base. The
decision engine monitors the improvement of the inference
engine for matching accuracy of the state transitions. It also
specifies the action(s) to be taken based on results of the
inference engine and the decision table. Finally, the decision
results are sent to the SSO (Site Security Officer) interface
for action. STAT can detect cooperative attackers and attacks
across user sessions well.

A few prominent knowledge-based network anomaly detec-
tion methods and NIDS are given below.

1) Rule-based and Expert system approaches: The expert
system approach is one of the most widely used knowledge-
based methods [161], [162]. An expert system, in the tra-
ditional sense, is a rule-based system, with or without an
associated knowledge base. An expert system has a rule engine
that matches rules against the current state of the system, and
depending on the results of matching, fires one or more rules.
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TABLE X
COMPARISON OF SOFT COMPUTING-BASED NETWORK ANOMALY DETECTION METHODS
Author (s) Year of publi- No. of param- w X y Data types Dataset used z Detection method
cation eters
Cannady [133] 2000 2 (0] N P Numeric Real-life Cs CMAC-based model
Balajinath and Raghavan 2001 3 [€] N [€] Categorical User command Cy Behavior Model
[127]
Lee and Heinbuch [134] 2001 3 C N P Simulated data Cs TNNID model
Xian et al. [146] 2005 3 C N P Numeric KDDcup99 Ch Fuzzy k-means
Amini et al. [130] 2006 2 C R P Categorical KDDcup99,  Real- Ch RT-UNNID system
life
Chimphlee et al. [150] 2006 3 C N P Numeric KDDcup99 Ch Fuzzy Rough C-means
Liu et al. [135] 2007 2 C N P Numeric KDDcup99 C1 HPCANN Model
Adetunmbi et al. [151] 2008 2 C N P Numeric KDDcup99 C1 LEM2 and K-NN
Chen et al. [152] 2009 3 C N P Numeric DARPA98 Cs RST-SVM technique
Mabu et al. [145] 2011 3 C N P Numeric KDDcup99 (o} Fuzzy ARM-based on GNP
Visconti and Tahayori [155] 2011 2 [0 N P Numeric Real-life Cs Interval type-2 fuzzy set
Geramiraz et al. [143] 2012 2 (0] N P Numeric KDDcup99 [of} Fuzzy rule-based model
w-indicates centralized (C) or distributed (D) or others (O)
x-the nature of detection as real time (R) or non-real time (N)
y-characterizes packet-based (P) or flow-based (F) or hybrid (H) or others (O)
z-represents the list of attacks handled: C'y-all attacks, C'2-denial of service, C's-probe, C'4-user to root, and C's-remote to local

Snort [113] is a quintessentially popular rule-based IDS.
This open-source IDS matches each packet it observes against
a set of rules. The antecedent of a Snort rule is a boolean
formula composed of predicates that look for specific values
of fields present in IP headers, transport headers and in the
payload. Thus, Snort rules identify attack packets based on
IP addresses, TCP or UDP port numbers, ICMP codes or
types, and contents of strings in the packet payload. Snort’s
rules are arranged into priority classes based on potential
impact of alerts that match the rules. Snort’s rules have
evolved over its history of 15 years. Each Snort rule has
associated documentation with the potential for false positives
and negatives, together with corrective actions to be taken
when the rule raises an alert. Snort rules are simple and easily
understandable. Users can contribute rules when they observe
new types of anomalous or malicious traffic. Currently, Snort
has over 20, 000 rules, inclusive of those submitted by users.

An intrusion detection system like Snort can run on a
general purpose computer and can try to inspect all packets
that go through the network. However, monitoring packets
comprehensively in a large network is obviously an expensive
task since it requires fast inspection on a large number of
network interfaces. Many hundreds of rules may have to be
matched concurrently, making scaling almost impossible.

To scale to large networks that collect flow statistics ubiqui-
tously, Duffield et al. [163] use the machine learning algorithm
called Adaboost [164] to translate packet level signatures
to work with flow level statistics. The algorithm is used to
correlate the packet and flow information. In particular, the
authors associate packet level network alarms with a feature
vector they create from flow records on the same traffic. They
create a set of rules using flow information with features
similar to those used in Snort rules. They also add numerical
features such as the number of packets of a specific kind
flowing within a certain time period. Duffield et al. train
Adaboost on concurrent flow and packet traces. They evaluate
the system using real time network traffic data with more than
a billion flows over 29 days, and show that their performance
is comparable to Snort’s with flow data.

Prayote and Compton [165] present an approach to anomaly
detection that attempts to address the brittleness problem in

which an expert system makes a decision that human common
sense would recognize as impossible. They use a technique
called prudence [166], in which for every rule, the upper and
lower bounds of each numerical variable in the data seen
by the rule are recorded, as well as a list of values seen
for enumerated variables. The expert system raises a warning
when a new value or a value outside the range is seen in a
data instance. They improve the approach by using a simple
probabilistic technique to decide if a value is an outlier. When
working with network anomaly data, the authors partition the
problem space into smaller subspaces of homogeneous traffic,
each of which is represented with a separate model in terms
of rules. The authors find that this approach works reasonably
well for new subspaces when little data has been observed.
They claim 0% false negative rate in addition to very low
false positive rate.

Scheirer and Chuah [167] report a syntax-based scheme that
uses variable-length partition with multiple break marks to
detect many polymorphic worms. The prototype is the first
NIDS that provides semantics-aware capability, and can cap-
ture polymorphic shell codes with additional stack sequences
and mathematical operations.

2) Ontology and logic-based approaches: 1t is possible to
model attack signatures using expressive logic structure in
real time by incorporating constraints and statistical properties.
Naldurg et al. [168] present a framework for intrusion detec-
tion based on temporal logic specification. Intrusion patterns
are specified as formulae in an expressively rich and efficiently
monitorable logic called EAGLE and evaluated using DARPA
log files.

Estevez-Tapiador et al. [169] describe a finite state ma-
chine (FSM) methodology, where a sequence of states and
transitions among them seems appropriate to model network
protocols. If the specifications are complete enough, the model
is able to detect illegitimate behavioral patterns effectively.

Shabtai et al. [170] describe an approach for detecting
previously un-encountered malware targeting mobile devices.
Time-stamped security data is continuously monitored within
the target mobile devices like smart phones and PDAs. Then
it is processed by the knowledge-based temporal abstraction
(KBTA) methodology. The authors evaluate the KBTA model
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by using a lightweight host-based intrusion detection system,
combined with central management capabilities for Android-
based mobile phones.

Hung and Liu [171] use ontologies as a way of describing
the knowledge of a domain, expressing the intrusion detection
system in terms of the end user domain. Ontologies are used
as a conceptual modeling tool allowing a non-expert person
to model intrusion detection applications using the concepts
of intrusion detection more intuitively.

A comparison of knowledge-based anomaly detection meth-
ods is given in Table XI.

The main advantages of knowledge-based anomaly detec-
tion methods include the following.

o These techniques are robust and flexible.

o These techniques have high detection rate, if a substantial
knowledge base can be acquired properly about attacks
as well as normal instances.

Some disadvantages of knowledge-based methods are listed
below.

o The development of high-quality knowledge is often
difficult and time-consuming.

« Due to non-availability of biased normal and attack data,
such a method may generate a large number of false
alarms.

o Such a method may not be able to detect rare or unknown
attacks.

o Dynamic updation of rule or knowledge base is a costly
affair.

F. Combination learner methods and systems

In this section, we present a few methods and systems which
use combinations of multiple techniques, usually classifiers.

1) Ensemble-based methods and systems: The idea behind
the ensemble methodology is to weigh several individual clas-
sifiers, and combine them to obtain an overall classifier that
outperforms every one of them [172]-[176]. These techniques
weigh the individual opinions, and combine them to reach a
final decision. The ensemble-based methods are categorized
based on the approaches used. Three main approaches to
develop ensembles are (i) bagging, (ii) boosting, and (iii) stack
generalization. Bagging (Bootstrap Aggregating) increases
classification accuracy by creating an improved composite
classifier into a single prediction by combining the outputs of
learnt classifiers. Boosting builds an ensemble incrementally
by training mis-classified instances obtained from the previous
model. Stack generalization achieves the high generalization
accuracy by using output probabilities for every class label
from the base-level classifiers.

Octopus-IIDS [177] is an example of ensemble IDS. The
architecture of this system is shown in Figure 13. It is
developed using two types of neural networks, Kohonen and
Support Vector Machines. The system is composed of two
layers: classifier and anomaly detection. The classifier is
responsible for capturing and preprocessing of network traffic
data. It classifies the data into four main categories: DoS,
probe, U2R and R2L. A specific class of attack is identified in
the anomaly detection layer. The authors claim that the IDS
works effectively in small scale networks.

Network traffic
Capture &
preprocess
Classifier Clasfai;i::tion
L N
Anomaly
P8 v RaL RIRE detection layer

Attack

Normal

Fig. 13. Architecture of Octopus-IIDS system

Chebrolu et al. [178] present an ensemble approach by
combining two classifiers, Bayesian networks (BN) and Clas-
sification and Regression Trees (CART) [90], [179]. A hybrid
architecture for combining different feature selection algo-
rithms for real world intrusion detection is also incorporated
for getting better results. Perdisci et al. [180] construct a high
speed payload anomaly IDS using an ensemble of one-class
SVM classifiers intended to be accurate and hard to evade.

Folino et al. [181] introduce a distributed data mining
algorithm to improve detection accuracy when classifying
malicious or unauthorized network activity using genetic pro-
gramming (GP) extended with the ensemble paradigm. Their
data is distributed across multiple autonomous sites and the
learner component acquires useful knowledge from data in a
cooperative way and uses network profiles to predict abnormal
behavior with better accuracy.

Nguyen et al. [58] build an individual classifier using both
the input feature space and an additional subset of features
given by k-means clustering. The ensemble combination is
calculated based on the classification ability of classifiers on
different local data segments given by k-means clustering.

Beyond the above methods, some ensemble-based IDSs are
given below.

The paradigm of multiple classifier system (MCS) has
also been used to build misuse detection IDSs. Classifiers
trained on different feature subsets can be combined to achieve
better classification accuracy than the individual classifiers. In
such a NIDS, network traffic is serially processed by each
classifier. At each stage, a classifier may either decide for one
attack class or send the pattern to another stage, which is
trained on more difficult cases. Reported results show that an
MCS improves the performance of IDSs based on statistical
pattern recognition techniques. For example, CAMNEP [182]
is a fast prototype agent-based NIDS designed for high-speed
networks. It integrates several anomaly detection techniques,
and operates on a collective trust model within a group of
collaborative detection agents. The anomalies are used as input
for trust modeling. Aggregation is performed by extended trust
models of generalized situated identities, represented by a set
of observable features. The system is able to perform real time
surveillance of gigabit networks.

MCcPAD (Multiple classifier Payload-based Anomaly Detec-
tion) [183] is an effective payload-based anomaly detection



BHUYAN er al.: NETWORK ANOMALY DETECTION: METHODS, SYSTEMS AND TOOLS 323
TABLE XI
COMPARISON OF KNOWLEDGE-BASED NETWORK ANOMALY DETECTION METHODS
Author (s) Year of publi- No. of param- w X y Data types Dataset used z Detection method
cation eters
Noel et al. [156] 2002 - [¢] N [¢] - - - Attack Guilt Model
Sekar et al. [157] 2002 3 [¢] N P Numeric DARPA99 [ Specification-Based Model
Tapiador et al. [169] 2003 3 C N P Numeric Real-life Cy Markov Chain Model
Hung and Liu [171] 2008 - [€] N P Numeric KDDcup99 C1 Ontology-based
Shabtai et al. [170] 2010 2 [¢] N [¢] - Real-life Cy Incremental KBTA
w-indicates centralized (C) or distributed (D) or others (O)
x-the nature of detection as real time (R) or non-real time (N)
y-characterizes packet-based (P) or flow-based (F) or hybrid (H) or others (O)
z-represents the list of attacks handled: C';-all attacks, C'a-denial of service, C's-probe, C4-user to root, and Cs-remote to local
TABLE XII
COMPARISON OF ENSEMBLE-BASED NETWORK ANOMALY DETECTION METHODS
Author (s) Year of publi- Combination strategy w X y Data types Dataset used z Detection method
cation

Chebrolu et al. 2005 Weighted @) N P Numeric KDDcup99 Ch Class specific
[178] voting ensemble model
Perdisci et al. [180] 2006 Majority @) N Pay - Operational Synthetic  in- One-class  classifier

voting points trusions model
Borji [173] 2007 Majority o N P Numeric DARPA98 Ch Heterogeneous clas-

voting sifiers model
Perdisci et al. [183] 2009 Min and Max probability (0] R Pay - DARPA98 Ch McPAD model
Folino et al. [181] 2010 Weighted majority vot- @) N P Numeric KDDcup99 Ch GEdIDS model

ing
Noto et al. [176] 2010 Information theoretic [€) N - Numeric UCI None FRaC model
Nguyen et al. [58] 2011 Majority @) N P Numeric KDDcup99 Ch Cluster ensemble

voting
Khreich et al. [184] 2012 Learn and combine 0] N pay Numeric UNM Cy EoHMMs model
w-indicates centralized (C) or distributed (D) or others (O)
x-the nature of detection as real time (R) or non-real time (N)
y-characterizes packet-based (P) or flow-based (F) or payload-based (pay) or hybrid (H) or others (O)
z-represents the list of attacks handled: C';-all attacks, C'a-denial of service, C's-probe, C4-user to root, and Cs-remote to local

system that consists of an ensemble of one-class classifiers.
It is very accurate in detecting network attacks that bear
some form of shell-code in the malicious payload. This detec-
tor performs well even in the case of polymorphic attacks.
Furthermore, the authors tested their IDS with advanced
polymorphic blending attacks and showed that even in the
presence of such sophisticated attacks, it is able to obtain a
low false positive rate.

An ensemble method is advantageous because it obtains
higher accuracy than the individual techniques. The following
are the major advantages.

o Even if the individual classifiers are weak, the ensemble
methods perform well by combining multiple classifiers.

o Ensemble methods can scale for large datasets.

« Ensemble classifiers need a set of controlling parameters
that are comprehensive and can be easily tuned.

o Among existing approaches, Adaboost and Stack gener-
alization are more effective because they can exploit the
diversity in predictions by multiple base level classifiers.

Here are some disadvantages of ensemble-based methods.

o Selecting a subset of consistent performing and unbiased
classifiers from a pool of classifiers is difficult.
o The greedy approach for selecting sample datasets is slow
for large datasets.
o It is difficult to obtain real time performance.
A comparison of ensemble-based network anomaly detec-
tion methods is given in Table XII.
2) Fusion-based methods and system: With an evolving
need of automated decision making, it is important to improve

classification accuracy compared to the stand-alone general
decision-based techniques even though such a system may
have several disparate data sources. So, a suitable combination
of these is the focus of the fusion approach. Several fusion-
based techniques have been applied to network anomaly
detection [185]-[189]. A classification of such techniques is
as follows: (i) data level, (ii) feature level, and (iii) decision
level. Some methods only address the issue of operating in
a space of high dimensionality with features divided into
semantic groups. Others attempt to combine classifiers trained
on different features divided based on hierarchical abstraction
levels or the type of information contained.

Giacinto et al. [185] provide a pattern recognition approach
to network intrusion detection employing a fusion of mul-
tiple classifiers. Five different decision fusion methods are
assessed by experiments and their performances compared.
Shifflet [186] discusses a platform that enables a multitude of
techniques to work together towards creating a more realistic
fusion model of the state of a network, able to detect mali-
cious activity effectively. A heterogenous data level fusion for
network anomaly detection is added by Chatzigiannakis et al.
[190]. They use the Dempster-Shafer Theory of Evidence and
Principal Components Analysis for developing the technique.

dLEARNIN [187] is an ensemble of classifiers that com-
bines information from multiple sources. It is explicitly tuned
to minimize the cost of errors. ALEARNIN is shown to achieve
state-of-the-art performance, better than competing algorithms.
The cost minimization strategy, dCMS, attempts to minimize
the cost to a significant level. Gong et al. [191] contribute a
neural network-based data fusion method for intrusion data
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analysis and pruning to filter information from multi-sensors
to get high detection accuracy.

HMMPayl [192] is an example of fusion-based IDS, where
the payload is represented as a sequence of bytes, and the
analysis is performed using Hidden Markov Models (HMM).
The algorithm extracts features and uses HMM to guarantee
the same expressive power as that of n-gram analysis, while
overcoming its computational complexity. HMMPayl follows
the Multiple Classifiers System paradigm to provide better
classification accuracy, to increase the difficulty of evading
the IDS, and to mitigate the weaknesses due to a non-optimal
choice of HMM parameters.

Some advantages of fusion methods are given below.

« Data fusion is effective in increasing timeliness of attack

identification and in reducing false alarm rates.

o Decision level fusion with appropriate training data usu-

ally yields high detection rate.
Some of the drawbacks are given below.

o The computational cost is high for rigorous training on

the samples.

o Feature level fusion is a time consuming task. Also, the

biases of the base classifiers affect the fusion process.

o Building hypotheses for different classifiers is a difficult

task.

A comparison of fusion-based network anomaly detection
methods is given in Table XIII.

3) Hybrid methods and system: Most current network
intrusion detection systems employ either misuse detection or
anomaly detection. However, misuse detection cannot detect
unknown intrusions, and anomaly detection usually has high
false positive rate [193]. To overcome the limitations of
the techniques, hybrid methods are developed by exploiting
features from several network anomaly detection approaches
[194]-[196]. Hybridization of several methods increases per-
formance of IDSs.

For example, RI-MOVICAB-IDS, a hybrid intelligent IDS
is introduced in [197]. It combines ANN and CBR (case-based
reasoning) within a Multi-Agent System (MAS) to detect
intrusion in dynamic computer networks. The dynamic real
time multi-agent architecture allows the addition of prediction
agents (both reactive and deliberative). In particular, two of
the deliberative agents deployed in the system incorporate
temporal-bounded CBR. This upgraded CBR is based on an
anytime approximation, which allows the adaptation of this
paradigm to real time requirements.

A hybrid approach to host security that prevents binary
code injection attacks known as the FLIPS (Feedback Learning
IPS) model is proposed by [198]. It incorporates three major
components: an anomaly-based classifier, a signature-based
filtering scheme, and a supervision framework that employs
Instruction Set Randomization (ISR). Capturing the injected
code allows FLIPS to construct signatures for zero-day ex-
ploits. Peddabachigari et al. [199] present a hybrid approach
that combines Decision trees (DT) and SVMs as a hierarchi-
cal hybrid intelligent system model (DTSVM) for intrusion
detection. It maximizes detection accuracy and minimizes
computational complexity.

Zhang et al. [200] propose a systematic framework that
applies a data mining algorithm called random forests in

building a misuse, anomaly, and hybrid network-based IDS.
The hybrid detection system improves detection performance
by combining the advantages of both misuse and anomaly
detection. Tong et al. [201] discuss a hybrid RBF/Elman neural
network model that can be employed for both anomaly detec-
tion and misuse detection. It can detect temporally dispersed
and collaborative attacks effectively because of its memory of
past events.

A intelligent hybrid IDS model based on neural networks
is introduced by [202]. The model is flexible, extended to
meet different network environments, improves detection per-
formance and accuracy. Selim et al. [203] report a hybrid
intelligent IDS to improve the detection rate for known and
unknown attacks. It consists of multiple levels: hybrid neural
networks and decision trees. The technique is evaluated using
NSL-KDD dataset and results were promising.

Advantages of hybrid methods include the following.

¢ Such a method exploits major features from both signa-
ture and anomaly-based network anomaly detection.

e Such methods can handle both known and unknown
attacks.

Drawbacks include the following.

o Lack of appropriate hybridization may lead to high
computational cost.

o Dynamic updation of rule or profile or signature still
remains difficult.

Table XIV presents a comparison of a few hybrid network
anomaly detection methods.

G. Discussion

After a long and elaborate discussion of many intrusion
detection methods and anomaly-based network intrusion de-
tection systems under several categories, we make a few
observations.

(1) Each class of anomaly-based network intrusion detection
methods and systems has unique strengths and weak-
nesses. The suitability of an anomaly detection technique
depends on the nature of the problem attempted to
address. Hence, providing a single integrated solution to
every anomaly detection problem may not be feasible.
Various methods face various challenges when complex
datasets are used. Nearest neighbor and clustering tech-
niques suffer when the number of dimensions is high
because the distance measures in high dimensions are not
able to differentiate well between normal and anomalous
instances.

Spectral techniques explicitly address the high di-
mensionality problem by mapping data to a lower di-
mensional projection. But their performance is highly
dependent on the assumption that normal instances and
anomalies are distinguishable in the projected space. A
classification technique often performs better in such a
scenario. However, it requires labeled training data for
both normal and attack classes. The improper distribution
of these training data often makes the task of learning
more challenging.

(i1)
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TABLE XIII
COMPARISON OF FUSION-BASED NETWORK ANOMALY DETECTION METHODS
Author (s) Year of publi- Fusion level w X y Data types Dataset used z Detection method
cation
Giacinto et al. [185] 2003 Decision (0] N P Numeric KDDcup99 (o} MCS Model
Shifflet [186] 2005 Data 6] N 6] - - None HSPT algorithm
Chatzigiannakis et al. [190] 2007 Data C N P - NTUA, GRNET Ca D-S algorithm
Parikh and Chen [187] 2008 Data C N P Numeric KDDcup99 Cy dLEARNIN system
Gong et al. [191] 2010 Data C N P Numeric KDDcup99 C1 IDEA model
Ariu et al. [192] 2011 Decision C R Pay - DARPA98, real-life [} HMMPayl model
Yan and Shao [189] 2012 Decision [e) N F Numeric Real time Cy,C3 EWMA model
w-indicates centralized (C) or distributed (D) or others (O)
x-the nature of detection as real time (R) or non-real time (N)
y-characterizes packet-based (P) or flow-based (F) or payload-based (pay) or hybrid (H) or others (O)
z-represents the list of attacks handled: C';-all attacks, C'2-denial of service, C's-probe, C'4-user to root, and C's-remote to local
TABLE XIV
COMPARISON OF HYBRID NETWORK ANOMALY DETECTION METHODS
Author (s) Year of publi- No. of param- w X y Data types Dataset used z Detection method
cation eters
Locasto et al. [198] 2005 2 C R P - Real-life Cs FLIPS model
Zhang and Zulkernine [194] 2006 2 C N P Numeric KDDcup99 (o} Random forest-based hybrid
algorithm
Peddabachigari et al. [199] 2007 2 C N P Numeric KDDcup99 [} DT-SVM hybrid model
Zhang et al. [200] 2008 2 C N P Numeric KDDcup99 (o} RFIDS model
Aydin et al. [195] 2009 3 C N P - DARPA98, IDE- [of} Hybrid signature-based IDS
VAL
Tong et al. [201] 2009 1 C N P Numeric DARPA-BSM [} Hybrid RBF/Elman NN
Yu [202] 2010 1 C N - - - - Hybrid NIDS
Arumugam et al. [193] 2010 - C N P Numeric KDDcup99 Ch Multi-stage hybrid IDS
Selim et al. [203] 2011 - C N P Numeric KDDcup99 Ch Hybrid multi-level IDS
Panda et al. [196] 2012 2 C N P Numeric NSL-KDD, KD- C1 DTFF and FFNN
Dcup99

w-indicates centralized (C) or distributed (D) or others (O)
x-the nature of detection as real time (R) or non-real time (N)
y-characterizes packet-based (P) or flow-based (F) or hybrid (H) or others (O)

z-represents the list of attacks handled: C'-all attacks, C'a-denial of service, C's-probe, C4-user to root, and C's-remote to local

Semi-supervised nearest neighbor and clustering tech-
niques that only use normal labels, can often be more ef-
fective than classification-based techniques. In situations
where identifying a good distance measure is difficult,
classification or statistical techniques may be a better
choice. However, the success of the statistical techniques
is largely influenced by the applicability of the statistical
assumptions in the specific real life scenarios.

(iii) For real time intrusion detection, the complexity of
the anomaly detection process plays a vital role. In
case of classification, clustering, and statistical methods,
although training is expensive, they are still acceptable
because testing is fast and training is offline. In con-
trast, techniques such as nearest neighbor and spectral
techniques which do not have a training phase, have an
expensive testing phase which can be a limitation in a
real setting.

(iv) Anomaly detection techniques typically assume that
anomalies in data are rare when compared to normal
instances. Generally, such assumptions are valid, but not
always. Often unsupervised techniques suffer from large
false alarm rates, when anomalies are in bulk amounts.
Techniques operating in supervised or semi-supervised
modes [204] can be applied to detect bulk anomalies.

We perform a comparison of the anomaly-based network
intrusion detection systems that we have discussed throughout
this paper based on parameters such as mode of detec-
tion (host-based, network-based or both), detection approach

(misuse, anomaly or both), nature of detection (online or
offline), nature of processing (centralized or distributed), data
gathering mechanism (centralized or distributed) and approach
of analysis. A comparison chart is given in Table XV.

V. EVALUATION CRITERIA

To evaluate performance, it is important that the system
identifies the attack and normal data correctly. There are sev-
eral datasets and evaluation measures available for evaluating
network anomaly detection methods and systems. The most
commonly used datasets and evaluation measures are given
below.

A. Datasets

Capturing and preprocessing high speed network traffic is
essential prior to detection of network anomalies. Different
tools are used for capture and analysis of network traffic data.
We list a few commonly used tools and their features in Table
XVI. These are commonly used by both the network defender
and the attacker at different time points.

The following are various datasets that have been used for
evaluating network anomaly detection methods and systems.
A taxonomy of different datasets is given in Figure 14.

1) Synthetic datasets: Synthetic datasets are generated to
meet specific needs or conditions or tests that real data satisfy.
This can be useful when designing any type of system for
theoretical analysis so that the design can be refined. This
allows for finding a basic solution or remedy, if the results
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TABLE XV

COMPARISON OF EXISTING NIDSs
Name of IDS Year of publication a b c d e Approach
STAT [160] 1995 H M R C C Knowledge-based
FIRE [142] 2000 N A N C C Fuzzy Logic
ADAM [32] 2001 N A R C C Classification
HIDE [33] 2001 N A R C D Statistical
NSOM [139] 2002 N A R C C Neural network
MINDS [34] 2003 N A R C C Clustering and Outlier-based
NFIDS [147] 2003 N A N C C Neuro Fuzzy Logic
N@G [93] 2003 H B R C C Statistical
FSAS [94] 2006 N A R C C Statistical
POSEIDON [140] 2006 N A R C C SOM & Modified PAYL
RT-UNNID [130] 2006 N A R C C Neural Network
DNIDS [110] 2007 N A R C C CSI-KNN based
CAMNEP [182] 2008 N A R C C Agent-based Trust and Reputation
MCcPAD [183] 2009 N A N C C Multiple classifier
Octopus-IIDS [177] 2010 N A N C C Neural network & SVM
HMMPayl [192] 2011 N A R C C HMM model
RT-MOVICAB-IDS [197] 2011 N A R C C Hybrid IDS
a-represents the types of detection such as host-based (H) or network-based (N) or hybrid (H)
b-indicates the class of detection mechanism as misuse (M) or anomaly (A) or both (B)
c-denotes the nature of detection as real time (R) or non-real time (N)
d-characterizes the nature of processing as centralized (C) or distributed (D)
e-indicates the data gathering mechanism as centralized (C) or distributed (D)

TABLE XVI
TOOLS USED IN DIFFERENT STEPS IN NETWORK TRAFFIC ANOMALY DETECTION AND THEIR DESCRIPTION
Tool Name Purpose Characteristics Source
Wireshark Packet (i) Free and open-source packet analyzer. (ii) Can be used for network troubleshooting, analysis, http://www.wireshark.org/
capture software and communications protocol development, and education. (iii) Uses cross-platform GTK+
widget toolkit to implement its user interface, and uses pcap to capture packets. (iv) Similar to tcpdump,
but has a graphical front-end, plus some integrated sorting and filtering options. (v) Works in mirrored
ports to capture network traffic to analyze for any tampering.
Gulp Lossless (i) It allows much higher packet capture rate by dropping far fewer packets. (ii) It has ability to read http://staff.washington.edu/
gigabit directly from the network, but is able to even pipe output from legacy applications before writing to corey/gulp/
remote packet | disk. (iii) If the data rate increases, Gulp realigns its writes to even block boundaries for optimum
capturing writing efficiency. (iv) When it receives an interrupt, it stops filling its ring buffer but does not exit
until it has finished writing whatever remains in the ring buffer.
tcptrace TCP-based (i) Can take input files produced by several popular packet-capture programs, including tcpdump, http://jarok.cs.ohiou.edu/
feature snoop, etherpeek, HP Net Metrix, Wireshark, and WinDump. (ii) Produces several types of output software/tcptrace/
extraction containing information on each connection seen, such as elapsed time, bytes and segments sent and
received, retransmissions, round trip times, window advertisements, and throughput. (iii) Can also
produce a number of graphs with packet statistics for further analysis.
nfdump netflow  data (i) Can collect and process netflow data on the command line. (ii) It is limited only by the disk space http://nfdump.sourceforge. net/
collection available for all the netflow data. (iii) Can be optimized in speed for efficient filtering. The filter rules
look like the syntax of tcpdump.
nfsen netflow  data (i) NfSen is a graphical Web-based front end for the nfdump netflow tool. (ii) It allows display of | http://nfsen.sourceforge.net/
collection and netflow data as flows, packets and bytes using RRD (Round Robin Database). (iii) Can process the
visualization netflow data within a specified time span. (iv) Can create history as well as continuous profiles. (v)
Can set alerts, based on various conditions.
nmap Scanning port (i) Nmap (Network Mapper) is a free and open source utility for network exploration or security http://nmap.org/
auditing. (ii) Uses raw IP packets in novel ways to determine what hosts are available on the network,
what services (application name and version) those hosts offer, what operating systems are running,
type of firewall or packet filter used, and many other characteristics. (iii) It is easy, flexible, powerful,
well documented tool for discovering hosts in large network.
rnmap Coordinated (i) Remote Nmap (Rnmap) contains both client and server programs. (ii) Various clients can connect | http://rnmap.sourceforge. net/
scanning to one centralized Rnmap server and do their port scanning. (iii) Server performs user authentication
and uses excellent Nmap scanner to do actual scanning.
Targa Attack (i) Targa is free and powerful attack generation tool. (ii) It integrates bonk, jolt, land, nestea, netear, http://www10.org/cdrom/
simulation syndrop, teardrop, and winnuke into one multi-platform DoS attack. papers/409/

prove to be satisfactory. Synthetic data is used in testing and
creating many different types of test scenarios. It enables
designers to build realistic behavior profiles for normal users
and attackers based on the generated dataset to test a proposed
system.

2) Benchmark datasets: In this subsection, we present
six publicly available benchmark datasets generated using
simulated environments that include a number of networks
and by executing different attack scenarios.

(a) KDDcup99 dataset: Since 1999, the KDDcup99 dataset
[205] has been the most widely used dataset for the evaluation
of network-based anomaly detection methods and systems.

This dataset was prepared by Stolfo et al. [206] and is
built on the data captured in the DARPA98 IDS evaluation
program. The KDD training dataset consists of approximately
4,900, 000 single connection vectors, each of which contains
41 features and is labeled as either normal or attack with a
specific attack type. The test dataset contains about 300, 000
samples with 24 training attack types, with an additional 14
attack types in the test set only. The names and descriptions
of the attack types are available in [205].

(b) NSL-KDD dataset: Analysis of the KDD dataset showed
that there were two important issues in the dataset, which
highly affect the performance of evaluated systems result-
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Datasets
Synthetic Benchmark Real life

| KDDcup99

NSL-KDD |4 - UNIBS
| DARPA2000

DEFCON [ | ISCX-UNB
B CAIDA

LBNL = . TUIDS

Fig. 14. Taxonomy of different datasets

ing in poor evaluation of anomaly detection methods [207].
To solve these issues, a new dataset known as NSL-KDD
[208], consisting of selected records of the complete KDD
dataset was introduced. This dataset is publicly available for
researchers’ and has the following advantages over the original
KDD dataset.

¢ It does not include redundant records in the training set,
so that the classifiers will not be biased towards more
frequent records.

o There are no duplicate records in the test set. Therefore,
the performance of the learners is not biased by the
methods which have better detection rates on the frequent
records.

o The number of selected records from each difficulty level
is inversely proportional to the percentage of records in
the original KDD dataset. As a result, the classification
rates of various machine learning methods vary in a wide
range, which makes it more efficient to have an accurate
evaluation of various learning techniques.

o The number of records in the training and testing sets
are reasonable, which makes it affordable to run experi-
ments on the complete set without the need to randomly
select a small portion. Consequently, evaluation results of
different research groups are consistent and comparable.

(c) DARPA 2000 dataset: A DARPA® evaluation project
[209] targeted the detection of complex attacks that contain
multiple steps. Two attack scenarios were simulated in the
2000 evaluation contest, namely, LLDOS (Lincoln Laboratory
scenario DDoS) 1.0 and LLDOS 2.0. To achieve the necessary
variations, these two attack scenarios were carried out over
several network and audit scenarios. These sessions were
grouped into four attack phases: (a) probing, (b) breaking into
the system by exploiting vulnerability, (c) installing DDoS
software for the compromised system and (d) launching DDoS
attack against another target. LLDOS 2.0 is different from
LLDOS 1.0 in the sense that attacks are more stealthy and
thus harder to detect. Since this dataset contains multi-stage
attack scenarios, it is also commonly used for evaluation of
alert correlation methods.

Shitp://www.iscx.ca/NSL-KDD/
Ohttp://www.1l.mit.edu/mission/communications/ist/corpora/ideval/
data/index.html

(d) DEFCON dataset: The DEFCON’ dataset is another
commonly used dataset for evaluation of IDSs [210]. It con-
tains network traffic captured during the hacker competition
called Capture The Flag (CTF), in which competing college
teams are divided into two groups: attackers and defenders.
The traffic produced during CTF is very different from real
world network traffic since it contains only intrusive traffic
without any normal background traffic. Due to this reason,
the DEFCON dataset has been found useful in evaluating alert
correlation techniques.

(e) CAIDA dataset: CAIDA® collects many different types
of data and makes it available to the research community. Most
CAIDA datasets [211] are very specific to particular events or
attacks (e.g., CAIDA DDoS attack 2007 dataset). All backbone
traces are anonymized and do not have payload information.

(f) LBNL dataset: LBNL’s (Lawrence Berkeley National
Laboratory) internal enterprise traces are full header network
traces [212], without payload. This dataset has undergone
heavy anonymization to the extent that scanning traffic was ex-
tracted and separately anonymized to remove any information
which could identify individual IPs. The packet traces were
obtained at the two central routers of the LBNL network and
they contain more than one hundred hours of traffic generated
from several thousand internal hosts.

3) Real life datasets: In this subsection, we present three
real life datasets created by collecting network traffic on
several days, which include both normal as well as attack
instances in appropriate proportions in the authors’ respective
campus networks.

(a) UNIBS dataset: The UNIBS packet traces [213] were
collected on the edge router of the campus network of the
University of Brescia, Italy, on three consecutive working
days. This dataset includes traffic captured or collected and
stored through 20 workstations running the GT client daemon.
The authors collected the traffic by running tcpdump on
the faculty router, which was a dual Xeon Linux box that
connected their network to the Internet through a dedicated
100Mb/s uplink. The traces were captured and stored on a
dedicated disk of a workstation connected to the router through
a dedicated ATA controller.

(b) ISCX-UNB dataset: Real packet traces [214] were ana-
lyzed to create profiles for agents that generate real traffic for
HTTP, SMTP, SSH, IMAP, POP3 and FTP protocols. Various
multi-stage attack scenarios were explored for generating
malicious traffic.

(c) TUIDS dataset: The TUIDS? dataset [215], [216] has
been prepared at the Network Security Lab at Tezpur Uni-
versity, India based on several attack scenarios. Initially, the
creators capture network traffic in both packet and flow level
using gulp [217] and nfdump [218], then preprocess the
raw traffic and label each traffic as attack or normal. The
authors extract features such as basic, content, time, window
and connectionless features from the preprocessed data, then
correlate the features and generate the final datasets.

These datasets are valuable assets for the intrusion detection
community. However, the benchmark datasets suffer from the

"http://cctf.shmoo.com/data/
Shttp://www.caida.org/home/
“http://agnigarh.tezu.ernet.in/~dkb/resources/
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Fig. 15. Confusion matrix and related evaluation measures

fact that they are not good representatives of real world traffic.
For example, the DARPA dataset has been questioned about
the realism of the background traffic [219], [220] because
it is synthetically generated. In addition to the difficulty of
simulating real time network traffic, there are some other
challenges in IDS evaluation [221]. A comparison of datasets
is shown in Table XVII.

B. Evaluation Measures

An evaluation of a method or a system in terms of accuracy
or quality is a snapshot in time. As time passes, new vul-
nerabilities may evolve, and current evaluations may become
irrelevant. In this section, we discuss various measures used
to evaluate network intrusion detection methods and systems.

1) Accuracy: Accuracy is a metric that measures how
correctly an IDS works, measuring the percentage of detection
and failure as well as the number of false alarms that the
system produces [223], [224]. If a system has 80% accuracy,
it means that it correctly classifies 80 instances out of 100
to their actual classes. While there is a big diversity of
attacks in intrusion detection, the main focus is that the
system be able to detect an attack correctly. From real life
experience, one can easily conclude that the actual percentage
of abnormal data is much smaller than that of the normal [57],
[225], [226]. Consequently, intrusions are harder to detect than
normal traffic, resulting in excessive false alarms as the biggest
problem facing IDSs. The following are the some accuracy
measures.

(a) Sensitivity and Specificity: These two measures [227]
attempt to measure the accuracy of classification for a 2-class
problem. When an IDS classifies data, its decision can be
either right or wrong. It assumes true for right and false for
wrong, respectively.

If S is a detector and D is the set of test instances, there are
four possible outcomes described using the confusion matrix
given in Figure 15. When an anomalous test instance (p) is
predicted as anomalous (Y) by the detector .S, it is counted
as true positive (TP); if it is predicted as normal (N), it is
counted as false negative (FN). On the other hand, if a normal

Fig. 16. Illustration of confusion matrix in terms of related evaluation

measures

(n) test instance is predicted as normal (N) it is known as true
negative (TN), while it is a false positive (FP) if it is predicted
as anomalous (Y) [40], [227], [228].

The true positive rate (TPR) is the proportion of anomalous
instances classified correctly over the total number of anoma-
lous instances present in the test data. TPR is also known as
sensitivity. The false positive rate (FPR) is the proportion of
normal instances incorrectly classified as anomalous over the
total number of normal instances contained in the test data.
The true negative rate (TNR) is also called specificity. TPR,
FPR, TNR, and the false negative rate (FNR) can be defined
for the normal class. We illustrate all measures related to the
confusion matrix in Figure 16.

Sensitivity is also known as the hif rate. Between sensitivity
and specificity, sensitivity is set at high priority when the
system is to be protected at all cost, and specificity gets
more priority when efficiency is of major concern [227].
Consequently, the aim of an IDS is to produce as many TPs
and TNs as possible while trying to reduce numbers of both
FPs and FNs. The majority of evaluation criteria use these
variables and the relations among them to model the accuracy
of the IDSs.

(b) ROC Curves: The Receiver Operating Characteristics
(ROC) analysis originates from signal processing theory. Its
applicability is not limited only to intrusion detection, but
extends to a large number of practical fields such as medical
diagnosis, radiology, bioinformatics as well as in artificial
intelligence and data mining. In intrusion detection, ROC
curves are used on the one hand to visualize the relation
between TP and FP rates of a classifier while tuning it and
also to compare the accuracy with two or more classifiers. The
ROC space [229], [230] uses the orthogonal coordinate system
to visualize the classifier accuracy. Figure 17 illustrates the
ROC approach normally used for network anomaly detection
methods and systems evaluation.

(c) Misclassification rate: This measure attempts to estimate
the probability of disagreement between the true and predicted
cases by dividing the sum of FN and FP by the total number
of pairs observed, i.e., (TP+FP+FN+TN). In other words, mis-
classification rate is defined as (FN+FP)/(TP+FP+FN+TN).
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TABLE XVII
LIST OF DATASETS AVAILABLE AND THEIR DESCRIPTIONS

Dataset u v w No. of instances No. of attributes X y z Some references
Synthetic No No Yes user dependent user dependent Not known any user dependent [111], [124]
KDDcup99 Yes No Yes 805050 41 BCTW P Cq [107], [115], [117], [123]
NSL-KDD Yes No Yes 148517 41 BCTW P Cq [207]
DARPA 2000 Yes No No Huge Not known P Raw Co [214]
DEFCON No No No Huge Not known Raw P Co [214]
CAIDA Yes Yes No Huge Not known Raw P C [214]
LBNL Yes Yes No Huge Not known Raw P Co [222]
ISCX-UNB Yes Yes Yes Huge Not known Raw P A [214]
TUIDS Yes Yes Yes 301760 50,24 BCTW P F [ [124], [215]
u-realistic network configuration
v-indicates realistic traffic
w-describes the label information
x-types of features extracted as basic features (B), content-based features (C), time-based features (T) and window-based features (W)
y-explains the types of data as packet-based (P) or flow-based (F) or hybrid (H) or Others (O)
z-represents the attack category as C'y-all attacks, C'2-denial of service, C'3-probe, C'4-user to root, C's-remote to local, and A-application layer attacks
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Fig. 17. Illustration of ROC measure where A, B, C represents the accuracy
of a detection method or a system in ascending order.

(d) Confusion Matrix: The confusion matrix is a ranking
method that can be applied to any kind of classification
problem. The size of this matrix depends on the number of
distinct classes to be detected. The aim is to compare the actual
class labels against the predicted ones as shown in Figure 15.
The diagonal represents correct classification. The confusion
matrix for intrusion detection is defined as a 2-by-2 matrix,
since there are only two classes known as intrusion and normal
[40], [226], [228]. Thus, the TNs and TPs that represent the
correctly predicted cases lie on the matrix diagonal while the
FNs and FPs are on the right and left sides. As a side effect of
creating the confusion matrix, all four values are displayed in
a way that the relation between them can be easily understood.

(e) Precision, Recall and F-measure: Precision is a measure
of how a system identifies attacks or normals. A flagging
is accurate if the identified instance indeed comes from a
malicious user, which is referred to as true positive. The final
quantity of interest is recall, a measure of how many instances
are identified correctly (see Figure 15). Precision and recall
are often inversely proportional to each other and there is
normally a trade-off between these two ratios. An algorithm
that produces low precision and low recall is most likely
defective with conceptual errors in the underlying theory. The

types of attacks that are not identified can indicate which areas
of the algorithm need more attention. Exposing these flaws and
establishing the causes assist future improvement.

The F-measure mixes the properties of the previous two
measures as the harmonic mean of precision and recall [40],
[228]. If we want to use only one accuracy metric as an
evaluation criterion, F-measure is the most preferable. Note
that when precision and recall both reach 100%, the F-measure
is the maximum, i.e., 1 meaning that the classifier has 0% false
alarms and detects 100% of the attacks. Thus, a good classifier
is expected to obtain F-measure as high as possible.

2) Performance: The evaluation of an IDS performance is
an important task. It involves many issues that go beyond
the IDS itself. Such issues include the hardware platform,
the operating system or even the deployment of the IDS.
For a NIDS, the most important evaluation criterion for its
performance is the system’s ability to process traffic on a high
speed network with minimum packet loss when working real
time. In real network traffic, the packets can be of various
sizes, and the effectiveness of a NIDS depends on its ability
to handle packets of any size. In addition to the processing
speed, the CPU and memory usage can also serve as measure-
ments of NIDS performance [231]. These are usually used as
indirect measures that take into account the time and space
complexities of intrusion detection algorithms. Finally, the
performance of any NIDS is highly dependent upon (i) its
individual configuration, (ii) the network it is monitoring, and
(iii) its position in that network.

3) Completeness: The completeness criterion represents the
space of the vulnerabilities and attacks that can be covered by
an IDS. This criterion is very hard to assess because having
omniscience of knowledge about attacks or abuses of privilege
is impossible. The completeness of an IDS is judged against
a complete set of known attacks. The ability of an IDS is
considered complete, if it covers all the known vulnerabilities
and attacks.

4) Timeliness: An IDS that performs its analysis as quickly
as possible enables the human analyst or the response engine
to promptly react before much damage is done within a
specific time period. This prevents the attacker from subverting
the audit source or the IDS itself. The response generated by
the system while combating an attack is very important. Since
the data must be processed to discover intrusions, there is
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always a delay between the actual moment of the attack and
the response of the system. This is called fotal delay. Thus, the
total delay is the difference between ¢44¢qcr and tycsponse. The
smaller the total delay, the better an IDS is with respect to its
response. No matter if an IDS is anomaly-based or signature-
based, there is always a gap between the starting time of an
attack and its detection.

5) Data Quality: Evaluating the quality of data is another
important task in NIDS evaluation. Quality of data is influ-
enced by several factors, such as (i) source of data (should be
from reliable and appropriate sources), (ii) selection of sample
(should be unbiased), (iii) sample size (neither over nor under-
sampling), (iv) time of data (should be frequently updated
real time data), (v) complexity of data (data should be simple
enough to be handled easily by the detection mechanism), and
SO on.

6) Unknown attack detection: New vulnerabilities are
evolving almost every day. An anomaly-based network in-
trusion detection system should be capable of identifying
unknown attacks, in addition to known attacks. The IDS
should show consistent abilities of detecting unknown or even
modified intrusions.

7) Profile Update: Once new vulnerabilities or exploits
are discovered, signatures or profiles must be updated for
future detection. However, writing new or modified profiles
or signatures without conflict is a challenge, considering the
current high-speed network scenario.

8) Stability: Any anomaly detection system should perform
consistently in different network scenarios and in different
circumstances. It should consistently report identical events
in a similar manner. Allowing the users to configure differ-
ent alerts to provide different messages in different network
environments may lead to an unstable system.

9) Information provided to Analyst: Alerts generated by
an IDS should be meaningful enough to clearly identify
the reasons behind the event to be raised, and the reasons
this event is of interest. It should also assist the analyst
in determining the relevance and appropriate reaction to a
particular alert. The alert should also specify the source of
the alert and the target system.

10) Interoperability: An effective intrusion detection mech-
anism is supposed to be capable of correlating information
from multiple sources, such as system logs, other HIDSs,
NIDSs, firewall logs and any other sources of information
available. This helps in maintaining interoperability, while
installing a range of HIDSs or NIDSs from various vendors.

VI. RECOMMENDATIONS

The following are some recommendations one needs to be
mindful of when developing a network anomaly detection
method or a system.

o Most existing IDSs for the wired environment work in
three ways: flow level traffic or packet level feature data
analysis, protocol analysis or payload inspection. Each of
these categories has its own advantages and limitations.
So, a hybridization of these (e.g., protocol level analysis
followed by flow level traffic analysis) may give better
performance in terms of known (with high detection rate)
as well as unknown attack detection.

« Network anomalies may originate from various sources as
discussed in Section III. So, a better IDS should be able
to recognize origins of the anomalies before initiating the
detection process.

o An IDS, to be capable of identifying both known as
well as unknown attacks, should exploit both supervised
(rule or signature-based learning) as well as unsupervised
(clustering or outlier-based) at multiple levels for real
time performance with low false alarm rates.

o The IDS developer should choose the basic components,
method(s), techniques or rule/signature/profile base to
overcome four important limitations: subjective effective-
ness, limited scalability, scenario dependent efficiency
and restricted security.

o The performance of a better IDS needs to be established
both qualitatively and quantitatively.

o A better anomaly classification or identification method
enables us to tune it (the corresponding normal profiles,
thresholds, etc.) depending on the network scenario.

VII. OPEN ISSUES AND CHALLENGES

Although, many methods and systems have been developed
by the research community, there are still a number of open
research issues and challenges. The suitability of performance
metrics is a commonly identified drawback in intrusion de-
tection. In evaluating IDSs, the three most important quali-
ties that need to be measured are completeness, correctness,
and performance. The current state-of-the-art in intrusion
detection restricts evaluation of new systems to tests over
incomplete datasets and micro-benchmarks that test narrowly
defined components of the system. A number of anomaly-
based systems have been tested using contrived datasets. Such
evaluation is limited by the quality of the dataset that the
system is evaluated against. Construction of a dataset which is
unbiased, realistic and comprehensive is an extremely difficult
task.

A formal proof of correctness [6] in the intrusion detection
domain is exceptionally challenging and expensive. Therefore,
“pretty good assurance” presents a way in which systems can
be measured allowing fuzzy decisions, trade-offs, and priori-
ties. Such a measure must take into consideration the amount
of work required to discover a vulnerability or weakness to
exploit for an attack and execute an attack on the system.

After a study of existing NIDSs, we find that it is still
extremely difficult to design a new NIDS to ensure robustness,
scalability and high performance. In particular, practitioners
find it difficult to decide where to place the NIDS and how to
best configure it for use within an environment with multiple
stakeholders. We sort out some of the important issues as
challenges and enumerate them below.

(1) Runtime limitation presents an important challenge for
a NIDS. Without losing any packets, a real time IDS
should be ideally able to capture and inspect each packet.

(i1) Most NIDSs and network intrusion detection methods
depend on the environment. Ideally, a system or method
should be independent of the environment.

(iii) The nature of anomalies keeps changing over time as
intruders adapt their network attacks to evade existing
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intrusion detection solutions. So, adaptability of a NIDS
or detection method is necessary to update with the
current anomalies encountered in the local network or
the Internet.

Ideally, a NIDS or detection method should avoid a high
rate of false alarms. However, it is not possible to escape
totally from false alarms, even though it needs to aim
for that in any environment and facilitate adaptability
at runtime. This is another challenge for the NIDS
development community.

Dynamic updation of profiles in anomaly-based NIDSs
without conflict and without compromising performance
is an important task. The profile database needs to be
updated whenever a new kind of attack is detected and
addressed by the system.

Preparing an unbiased network intrusion dataset with all
normal variations in profiles is another challenging task.
The number of normal instances is usually large and
their proportion with attack instances is very skewed in
the existing publicly available intrusion datasets. Only a
few intrusion datasets with sufficient amount of attack
information are available publicly. Thus, there is an
overarching need for benchmark intrusion datasets for
evaluating NIDSs and detection methods.

Reducing computational complexity in preprocessing,
training and deployment is another task that needs to
be addressed.

(viii) Developing an appropriate and fast feature selection
method for each attack class is yet another challenge.
Selection of an appropriate number of non-correlated,
unbiased classifiers from a pool of classifiers by gen-
erating classifier hypothesis for building an effective
ensemble approach for network anomaly detection is
another challenge.

(iv)

)

(vi)

(vii)

(ix)

VIII. CONCLUDING REMARKS

In this paper, we have examined the state-of-the-art in
the modern anomaly-based network intrusion detection. The
discussion has emphasized two well-known criteria to classify
and evaluate NIDSs: detection strategy and evaluation datasets.
We have also presented many detection methods, systems and
tools. In addition, we have discussed several evaluation criteria
for testing the performance of a detection method or system.
A brief description of the different existing datasets and its
taxonomy is also provided. Finally, we outline several research
issues and challenges for future researchers and practitioners
who may attempt to develop new detection methods and
systems for the latest network scenarios.
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